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 A B S T R A C T

Data centers are rapidly scaling and becoming more complex, making it critical to pinpoint where latency arises 
across the network protocol stack. Existing tools primarily measure RTT or single-layer delays, while multi-layer 
approaches are often invasive or limited. We present LatScope, a practical multi-layer latency analyzer that (i) 
matches packets across layers to compute accurate inter-layer delays despite retransmissions and out-of-order 
delivery, (ii) synchronizes server clocks using XDP to enable precise inter-server delay breakdowns, and (iii) 
controls overhead through selective data extraction. We validate LatScope across diverse environments and 
show how its insights can be applied effectively in cloud deployments.
1. Introduction

Today, the scale of data centers is increasing rapidly due to the 
growth of artificial intelligence (AI), cloud computing, and big data 
analytics. In particular, data center network stacks are becoming more 
complex because of advances in cloud service models, virtualization 
and networking techniques, and the adoption of serverless computing. 
In these large-scale systems, latency has become a key performance 
indicator that determines quality of service (QoS) [1,2]. In addition, 
system performance degradation often arises not only from a single 
layer but also from bottlenecks across multiple layers of the network 
protocol stack. Therefore, it is critical to analyze detailed latencies 
across the components of the network protocol stack.

However, existing latency measurement tools are limited. Previ-
ous latency measurement studies [3–9] focus on RTT or specific-layer 
latency and target different environments, such as end-to-end con-
nections, virtualized network systems, the Internet, the cloud, and 
programmable switches. However, most of these works do not provide 
comprehensive delay information across multiple layers of the network 
stack. [10] provides multi-layer information but requires modifications 
to the kernel and TCP/UDP headers, which creates a significant barrier 
to deployment. Recent eBPF-based system observability tools [11–16] 
provide a rich set of network-related information, but they are typically 
limited to certain layers.
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To fill the gap between the need for comprehensive latency mea-
surement and the limited measurement tools available, we propose 
LatScope. LatScope offers the following benefits over existing tools. (1) 
It provides multi-layer delay information, from the device layer to the 
socket layer, and also measures delays on virtual interfaces used for net-
work virtualization. It computes inter-layer delays by matching packets 
across layers using cumulative byte counts derived from TCP sequence 
numbers. This approach accurately measures delays under various 
network conditions, including packet retransmissions and out-of-order 
packet delivery. (2) It provides a method to synchronize each server’s 
clock with that of a central management server to compute precise 
inter-server delays. It uses XDP [17] to minimize synchronization error 
caused by variation in the transmission times of time-synchronization 
control packets within the network stack. (3) It provides a method to 
control overhead during delay analysis by selectively executing data 
extraction, balancing latency accuracy against CPU overhead. System 
administrators can choose the desired accuracy based on administrative 
requirements and the network and system environment.

To validate LatScope’s versatility, we conduct a variety of exper-
iments. (1) We run LatScope across different networks, virtualization 
environments, realistic applications, and contention scenarios. Our ex-
periments show that, although the sender-side TCP buffer delay is the 
largest component of the end-to-end delay [3], delays in other layers 
can also be significant. For example, under competition among multiple 
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Fig. 1. Overview of LatScope.

flows, the delay between the TCP and IP layers at the sender and the 
delay between the TCP and socket layers at the receiver can increase 
substantially. (2) We also demonstrate how LatScope can be used to 
improve users’ QoS. To guide the selection of system parameters for 
target flows, we examine how per-layer delays vary with flow priority 
and TCP buffer size. In addition, to guide the choice of a cloud virtual 
machine type for achieving a target QoS level, we compare delays 
across three virtual machine types on a commercial cloud service.

2. LatScope design

Below, we outline the key design challenges for building LatScope 
and our corresponding design components to overcome each challenge.

2.1. Design challenges

C1. Selecting the correct hooking points across the network 
stack. To accurately observe when packets are processed at each layer 
of the network stack, appropriate hook points should be selected. In 
addition, to facilitate deployment, network function hooking should 
be possible using existing kernel features without additional kernel 
modifications.

C2. Packet granularity mismatch across layers. Since different 
layers process packets of different sizes, simple one-to-one matching 
between packets is not applicable for measuring delay. This problem 
is more pronounced when mechanisms such as TSO (TCP Segment 
Offload) or GRO (Generic Receive Offload) are used, because a single 
large packet is divided or multiple packets are merged at different 
layers.

C3. Lack of reliable global time synchronization. It is difficult 
to obtain accurate absolute times for packet events across servers 
without setting up separate time synchronization protocols, such as 
NTP, on each server. In addition, it is known that the NTP-based time 
synchronization can be highly inaccurate depending on the network 
environment.

C4. Measurement overhead at scale. Unlike existing tools, if the 
delay is measured across all layers of the network stack simultaneously, 
the number of measurement points and events increases significantly, 
which can lead to substantial CPU overhead.

2.2. Design overview

Fig.  1 shows the overview of LatScope. eBPF hooks collect packet 
events at each layer of the network protocol stack, and adaptive sam-
pling is applied to reduce measurement overhead. The resulting raw 
measurements are stored in the database. Using XDP-based time syn-
chronization, timestamps across hosts are aligned, after which packet 
matching is performed to compute per-layer latency results.

The following subsections describe the key design components that 
enable LatScope to perform accurate, multi-layer latency measurement 
while addressing the design challenges described above.
2 
Fig. 2. Linux network protocol stack and hooking points of LatScope. Numbers 
are assigned to identify each delay segment uniquely, and used in Section 3.

Fig. 3. Packet matching between two layers. 𝑗th packet at layer 𝑛 is matched 
with 𝑖th packet at layer 𝑚 if the cumulative byte count of 𝑖’s last byte lies 
between the cumulative byte counts of 𝑗’s first and last bytes.

2.3. eBPF hooking points for multi-layer probing

eBPF [18] has certain limitations in its usage, such as the available 
stack size and the number of probing points. Therefore, we carefully 
choose the probing points in the network stack to efficiently collect 
the appropriate network data, as shown in Fig.  2. We strike a bal-
ance between granularity and overhead when selecting probing points. 
Hooking eBPF code into multiple functions within each layer provides 
higher-granularity performance metrics but could impact each server’s 
performance. We apply eBPF code to each layer’s representative func-
tion to mitigate the performance impact. When selecting representative 
functions, we assess whether all information required for each layer is 
available within the function. We check the function’s return value (to 
determine the number of bytes transmitted) and verify that the packet 
headers are fully formed (to extract the information we need from the 
headers), etc. We use Linux kernel 5.14.0.

2.4. Multi-layer packet matching

LatScope saves the initial TCP sequence number for each flow and 
utilizes the difference between subsequent sequence numbers and the 
initial sequence number to calculate the total cumulative bytes sent 
or received by each layer. The TCP and lower layers may experience 
packet loss or out-of-order delivery, leading to reverse sequence num-
bers. To ensure efficient packet matching, LatScope ignores packets 
with sequence numbers below the largest sequence number observed 
for a flow up to the current time. In the case of socket layers, there is no 
TCP sequence number information. However, since the data is delivered 
to or from the socket layer without loss or out-of-order delivery, we can 
determine the exact cumulative bytes for the socket layer. We ignore 
control packets without data, such as ACKs, SYNs, FINs, RSTs.

The collected cumulative byte information is stored in the database 
along with the corresponding timestamps. As shown in Fig.  3, to calcu-
late the delay between two layers, LatScope uses each transmission and 
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Algorithm 1: Algorithm for server time synchronization and data 
timestamp calibration.
Input : 𝑀𝑆𝑇1,...,𝑁 // 𝑀𝑆𝑇𝑘←Management server send time of sync packet 𝑘
𝑀𝑅𝑇1,...,𝑁 // 𝑀𝑅𝑇𝑘←Management server receive time of sync packet 𝑘
𝑆𝑇1,...,𝑁 // 𝑆𝑇𝑘←Server time when receiving sync packet 𝑘
Output : 𝑇𝐷←Time difference b/w server and management server
Function SyncServerTime(𝑀𝑆𝑇1,...,𝑁 ,𝑀𝑅𝑇1,...,𝑁 , 𝑆𝑇1,...,𝑁):

𝐾 ← argmin
𝑘

(𝑀𝑅𝑇𝑘 −𝑀𝑆𝑇𝑘)

𝑂𝑛𝑒_𝑊 𝑎𝑦_𝐷𝑒𝑙𝑎𝑦 ←
(𝑀𝑅𝑇𝐾−𝑀𝑆𝑇𝐾 )

2
// Server time corresponding to the time when the management server sends the 
sync packet

𝑆𝑇𝐶 ← 𝑆𝑇𝐾 − 𝑂𝑛𝑒_𝑊 𝑎𝑦_𝐷𝑒𝑙𝑎𝑦
𝑇𝐷 ← 𝑀𝑆𝑇𝐾 − 𝑆𝑇𝐶
return 𝑇𝐷

Input : 𝑆𝑇𝑖 ←Server time in measured data 𝑖
Output : 𝑆𝑇𝐶𝑖 ←Server time converted to the time of management server for 
measured data 𝑖

Function CalibrateMeasuredDataTime(𝑆𝑇𝑖 , 𝑇𝐷):
𝑆𝑇𝐶𝑖 ← 𝑆𝑇𝑖 + 𝑇𝐷
return 𝑆𝑇𝐶𝑖

reception at one layer as matching points with another layer. Let 𝐵𝑚
𝑖

and 𝐸𝑚
𝑖  be the cumulative bytes for the first byte and last byte of the 

𝑖th packet at layer 𝑚. 𝑗th packet at layer 𝑛 is matched with 𝑖th packet at 
layer 𝑚 if 𝐵𝑛

𝑗 ≤ 𝐸𝑚
𝑖 ≤ 𝐸𝑛

𝑗 . LatScope calculates the delay by comparing 
the timestamps of matched packets. This approach is also applied to 
calculate the delay between probed servers.

2.5. Cross-server time synchronization

When measuring latencies between servers or between the host and 
its virtual machines, it is necessary to synchronize time because each 
server or virtual machine uses its own time. Time synchronization 
is achieved by synchronizing each server’s time with the manage-
ment server’s. Before starting delay measurement, the management 
server creates UDP-based time-synchronization packets for all probed 
servers and sends them to its localhost interface. An XDP program 
intercepts the packets and uses the metadata contained in those packets 
to redirect them to each probed server by setting dst_addr, dst_port, 
and the checksum. Afterward, the packets are forwarded to a physical 
interface for transmission. At this point, the management server stores 
the timestamp of each packet’s transmission. When the XDP program 
on each server receives synchronization packets, it records the packet-
reception time in the packet. Then, it exchanges the src_addr, src_port
and dst_addr, dst_port and sends the packets back to the management 
server. When the management server receives packets, it records the 
reception times. It then uses Algorithm 1 to synchronize each server’s 
time with the management server by calculating the time difference 
between them. Whenever measurement data is collected from the 
server, it is calibrated to the management server time. Note that we 
use XDP to measure RTT at the lowest possible layer of the network 
stack to exclude kernel-induced delay variation. To mitigate the effect 
of clock drift, we run the synchronization operation periodically, with 
a 64-second interval. 

We evaluate the impact of clock drift on time-synchronization ac-
curacy. Since the clock drift cannot be measured without devices 
to provide absolute time, such as a GPS receiver, we measured the 
variations of 𝑇𝐷, the time difference between one server and the 
management server, as shown in Fig.  4. We measured the time dif-
ference across 100 synchronization operations and plotted the CDF of 
the differences between the measured time difference values and their 
minimum. We observe that the values are within 0.25 msec for all 
data points, indicating that the clock drift is not severe within each 
synchronization period.
3 
Fig. 4. CDF of variations of measured time differences between the server and 
management server.

Fig. 5. CPU utilization and recorded data count for different sampling sizes.

2.6. Adaptive sampling for overhead control

When a function hooked by LatScope is called, eBPF executes code 
to extract raw data that serves as the basis for delay analysis. Executing 
the data extraction code on every packet transmission or reception 
can improve the accuracy of measured delay, but it may impose high 
overhead on the server. The server can reduce overhead by selectively 
executing the data-extraction code on a subset of packets or at specified 
time intervals. This approach balances the accuracy in latency measure-
ment with server CPU overhead as shown in Fig.  5.  LatScope consumes 
10.2% and 24.2% of CPU cycles at the sender and receiver, without 
sampling, respectively. If we use sampling with an interval of 72400 
bytes (corresponding to 50 MTU-sized packets in Ethernet), the CPU 
consumption is reduced to 8.6% at the sender and 21.3% at the receiver 
while lowering the total number of data counts to 15%. We also observe 
that, for the sender, LatScope’s CPU utilization is lower than that of 
ELEMENT for all sampling configurations. For the receiver, LatScope 
uses slightly more CPU cycles than ELEMENT. On the other hand, the 
number of recorded data points is much larger for LatScope than for 
ELEMENT, indicating that LatScope provides richer delay information 
at diverse layers. We run iperf  throughput measurement tool over the 
Ethernet link for this test.

3. Evaluation

We validate the effectiveness of LatScope by presenting results 
from network delay analyses across various network environments. 
Specifically, we are interested in how delays across system components 
vary across different virtualization environments, network types, appli-
cations, and in contention scenarios. If not specified, we use iperf  for 
each experiment.

3.1. Different virtualization environments

We compare the non-virtualized environment with commonly used 
virtualization configurations, such as virtual machines and containers, 
in Fig.  6. In the non-virtualized environment, within the end-to-end 
delay (T8), the delay between the socket and TCP at the sender (T1) 
is the largest. This observation is consistent across all virtualization 
environments. Due to virtualization overhead, the average delay in 
the virtual machine environment is higher than in the non-virtualized 
environment. In addition, the receiving server shows increased de-
lay between TCP and socket (T7). This could be attributed to the 
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Fig. 6. Delays in different virtualization environments.

Fig. 7. Delays in different network environments.

Fig. 8. Delays of the contention scenario in WiFi.

virtual machine’s overhead in handling TCP packet reordering. With 
containers, the end-to-end delay (T8) is also slightly higher than in a 
non-virtualized environment. One difference from other environments 
is that the delay between TCP and IP at the sender (T2) and the network 
delay (T4) show larger variations.

3.2. Different network environments

We additionally run LatScope across the LTE and WiFi networks. We 
utilize an LTE femtocell testbed for the LTE experiment that consists 
of DAUZ LDW931 for the UE, USRP B210 for the eNB, Open5GS [19] 
for LTE core software, and srsRAN [20] for eNB software. We also use 
ASUS RT-AX55 as the WiFi access point and ipTIME A1000UA-4DBI as 
the WiFi modem. As in the LAN experiment, in the LTE experiment, we 
observe that the delay between the socket and TCP layers (T1) accounts 
for most of the overall delay, as shown in Fig.  7(a). The significant 
differences are that the average of T1 is much higher and that the 
variation is slower. This is due to increased buffer bloat caused by the 
lower physical bandwidth and higher RTT of the LTE network. The 
network delay (T4) also exhibits large-scale variation. The average end-
to-end delay (T8) in the WiFi is lower than that of LTE but higher 
than that of LAN, as shown in Fig.  7(b). This is consistent with the 
observed differences in bandwidth and RTT among the three networks. 
One notable difference compared to other networks is that the network 
delay (T4) is more unstable.
4 
Fig. 9. Delays in realistic applications.

Fig. 10. Delays with different flow priority settings.

Fig. 11. Delay according to different TCP buffer sizes.

3.3. Contention scenario

Fig.  8 shows the delays of a flow when 20 flows are running 
simultaneously in the WiFi network. The results show that significant 
delays occur not only between the socket and TCP layers (T1) at the 
sender but also in other parts of the network stack. Specifically, we 
can observe an increase in delay between the TCP and IP layers (T2) at 
the sender and between TCP and socket layers (T7) at the receiver. In 
addition, the range of variation in the end-to-end delay (T8) is much 
larger than in a single flow scenario. This is due to factors such as 
reduced per-flow bandwidth and interflow interference.

3.4. Realistic applications

We evaluate LatScope through practical applications, including FTP 
file downloads and DASH video streaming. Fig.  9(a) depicts the delay 
of FTP downloads. Because FTP application operates similarly to iperf, 
the delays at each layer are comparable to those observed in the
iperf  experiment, but with slightly larger delays and delay variability.
Fig.  9(b) shows the delay of a DASH application in an LTE network. Due 
to DASH’s periodic download pattern, we observe substantial variation 
in the delay between the socket and TCP at the sender (T1) and in 
the end-to-end delay (T8). Overall, we observe LatScope’s ability to 
measure each layer’s delay in detail under dynamic traffic patterns 
in real-world applications, a capability not possible with any existing 
delay measurement tool, which primarily focuses on RTT [4,6–9] or 
specific layers [3].

4. Use cases and applications of LatScope

LatScope can be used in various ways due to its ability to obtain 
detailed delay information across different layers and components of 
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Table 1
Latencies of different virtual machine types in Naver Cloud. (unit: millisec-
onds).
 VM type sock_tcp tcp_ip ip_driver network driver_ip ip_tcp tcp_sock 
 (T1) (T2) (T3) (T4) (T5) (T6) (T7)  
 s4-g3 25.2472 0.5414 0.0024 0.8348 0.0088 0.0022 0.921  
 s8-g3 12.4788 0.2761 0.0023 0.6728 0.0067 0.0022 0.3863  
 s16-g3 12.4241 0.2734 0.0023 0.5856 0.0067 0.0021 0.3658  

the end-to-end path with minimal overhead. First, it can provide in-
formation for developing algorithms to control latency based on the 
flow’s QoS requirements. Fig.  10 represents the measurements taken 
while varying the priority of one flow when there are 10 iperf  flows. We 
observe significant differences in delay across different priority values. 
In Fig.  11, we vary the TCP buffer size and observe that appropri-
ately tuning the buffer size can mitigate the effects of bufferbloat and 
regulate delay.

Second, LatScope can be used to detect gray failures [21] in cloud 
systems. Since gray failures exhibit subtle abnormal symptoms, we 
expect that detecting slight variations in delay patterns within a spe-
cific component and analyzing them at the whole-system level will 
help identify gray failures. Inspired by Perseus [22], which combines 
machine learning with a scoring mechanism to detect gray failures, we 
plan to explore system-wide detection strategies using LatScope as our 
future work.

Third, LatScope can be exploited to select appropriate cloud config-
urations to help service providers meet their QoS requirements. Table  1 
shows the average latency of each layer for three representative virtual 
machine types in Naver Cloud, a cloud service in South Korea. We 
run an iperf  flow between two virtual machines, and observe a signif-
icant delay difference between s4-g3 and the other types, particularly 
between the socket and TCP at the sender (T1).

5. Discussion

Packet filtering. The main reason we adopt the approach of ignor-
ing packets with sequence numbers less than the maximum observed 
up to the current time in packet matching is to reduce the algorithm’s 
overhead. Suppose we run the packet-matching algorithm on 𝑛 packets 
at both the sender and the receiver, and packets are ordered by arrival 
time. If we do not use packet filtering, the packet-matching complexity 
becomes 𝑂(𝑛2). On the other hand, if we use packet filtering, we 
can maintain one index variable per node and increment it whenever 
matched packets are found or out-of-order packets are encountered. 
The complexity of the packet matching becomes 𝑂(𝑛). To allow obtain-
ing delay information for retransmitted or out-of-order packets, we also 
provide an option of disabling this method.

Support for high-speed networks. Since LatScope stores mea-
surement data in the database, it can incur substantial overhead on 
high-speed networks such as 100 Gbps Ethernet. As future work, we 
aim to reduce the overhead by modifying LatScope to operate without 
raw data collection in the centralized database. This can be done by 
having the eBPF code running on the probed server compute the intra-
host delay locally by storing recent packet transmission and reception 
information in the eBPF map, with sampling as needed. Once the 
measurement data for packet transmission and reception are used to 
compute the intra-host delay, they can be removed from the map, 
thereby limiting the total map size. End-to-end delays can be estimated 
by adding the network delay, measured separately by probing packets, 
to the intra-host delays on both sides.

Support for newer kernel versions. Since the kernel network stack 
evolves continuously, eBPF hook points may need to be updated with 
a new kernel version. In newer kernel versions, function names or 
arguments for each layer may change. We can support newer kernels 
by updating the LatScope hooking-point configuration file.
5 
6. Related work

There has been a large body of work on network delay mea-
surement. In this section, we focus on recent eBPF-based system ob-
servability tools and recent academic works on delay measurement. 
Comprehensive monitoring solutions, such as Netflix’s Vector [23] 
and Performance Co-Pilot [24], provide high-resolution system metrics 
via agent-based collection. However, unlike LatScope, these tools are 
designed for broader system health rather than precise cross-layer 
delay analysis. Existing eBPF-based observability frameworks such as 
Retina [11], tcpdog [12], and netobserv-ebpf-agent [13] offer real-
time flow-level monitoring, but their scope is limited to the network 
and transport layers. Kindling [14] and pwru [15] extend visibility to 
the application and kernel spaces, yet focus on debugging rather than 
precise latency decomposition.

Closer academic works also have significant limitations. vNetTracer
[10] provides latency tracing in virtualized environments but requires 
kernel and header modifications. Pingmesh [9] offers large-scale active 
probing but cannot measure real application traffic. Other passive 
methods have critical constraints. PIRATE [4] could be inaccurate 
because of its estimation-based approach, which relies on request-to-
request intervals as a proxy for response time. Furthermore, Torp [5] 
and other P4-based approaches [6–8] are not universally deployable, as 
they depend on programmable hardware. In contrast, LatScope employs 
eBPF-based probes across multiple layers — socket, TCP, IP, driver, and 
virtual devices — enabling cross-layer latency decomposition with low 
overhead.

7. Conclusion

We proposed LatScope, a practical multi-layer latency analyzer. 
Latscope matches packets across layers to compute the precise delay 
between layers. It synchronizes server times via XDP to provide accu-
rate inter-server delays and controls measurement overhead through 
selective data extraction. The source code of LatScope is available at 
https://github.com/unist-n2sl/LatScope.
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