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Reconfigurable Liquid Crystal-Based Physical Unclonable
Function Integrating Optical and Electrical Responses

Hee Seong Yun, Dayan Wei, Sungjun Yang, Geonhyeong Park, Min Seok Kim,
Tae Joo Shin, David M. Walba, Moon Jong Han,* and Dong Ki Yoon*

Physical unclonable functions (PUFs)—a hardware-based security device
using randomness—have evolved from basic integrated circuit designs to
advanced systems using diverse materials and mechanisms. However, most
PUFs are limited by single-factor challenges and fixed key generation, making
them vulnerable to brute-force attacks. A reconfigurable and multidimensional
liquid crystal (LC)-based PUF is presented integrated into an organic field-effect
transistor (OFET) to address limitations. This system combines optical

and electrical PUFs through unique optical fingerprint textures and random
molecular alignment of the semiconductive smectic LC material. The PUF can
be reconfigured by a simple heating and cooling process, overcoming the limi-
tations of fixed-structure PUFs. Furthermore, this approach enhances security
by enabling hierarchical authentication due to the multi-response factors, pro-
viding robust solutions for anticounterfeiting and cryptographic applications.

1. Introduction

The need for secure and reliable anticounterfeiting solutions has
become increasingly critical with the rapid development of the In-
ternet of Things (IoT).l'3] While software-based security systems
are widely used, they rely on digital algorithms and stored data,
making them susceptible to attacks such as side-channel anal-
ysis and reverse engineering.[**! Physical unclonable functions
(PUFs) have emerged as a significant advancement in security,
offering solutions to these limitations. PUFs utilize microscopic
uncertainties generated during manufacturing or the intrinsic

disorder in natural systems to create unique
and consistent responses that are unpre-
dictable yet reproducible.l”"'2] These proper-
ties make PUFs highly suitable for various
applications, including device authentica-
tion, cryptographic key generation, and ran-
dom number generation.#1%12] Over time,
PUFs have evolved from basic integrated
circuit-based designs to more advanced sys-
tems that employ diverse materials and
physical mechanisms, such as optical and
electrical principles.[®13] Optical PUFs rely
on light interactions—scattering, reflec-
tion, or transmission—through micro- and
nanoparticles,'*25] polymers,[2631 liquid
crystals (LCs),[32%] and biomaterials, 3¢
while electrical PUFs exploit electrical prop-
erties such as charge mobility, current, and

threshold voltage in field-effect transistors (FETs),[**** and
they also rely on current and resistance in nanomaterials.[204-4]

Despite these advancements, conventional PUFs often rely
on a single type of challenge for response generation, limit-
ing the number of keys and increasing susceptibility to brute-
force attacks.[1#15:17-2426-29,31,32,34-39,41-44] Thege limitations are ad-
dressed by integrating optical and electrical PUFs into a multi-
dimensional and reconfigurable system that enhances security
and adaptability—allowing users to choose and use their pre-
ferred authentication method. Multidimensional PUFs provide
flexibility by allowing optical PUFs to replace electrical ones in
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power-constrained or electrically unstable environments. In con-
trast, electrical PUFs can substitute optical systems where com-
plex optical setups are impractical. Reconfigurability further en-
hances security by generating infinite unique responses from
a single device, offering effective countermeasures against key
exposure.“°l Recent studies on reconfigurable optical PUFs have
primarily focused on utilizing phases or structural changes in-
duced by thermal stimuli. Park et al.**! and Nocentini et al.[>*]
implemented systems based on structural variations observed
in POM images, which arise from phase transitions in LCs
under different temperatures. Gan et al.l¥’] and Yang et al.[*}]
demonstrated reconfigurable optical PUFs by exploiting changes
in speckle patterns resulting from thermally induced structural
rearrangements in nanocrystals. For electrical PUFs, reconfig-
urability is typically achieved through voltage-driven transforma-
tions of electrical or magnetic properties. For instance, Shao et
al.! utilized the memristive properties of graphene to modulate
current in FETs, while Dodda et al.l’] applied voltage-controlled
magnetic anisotropy to induce random transitions between paral-
lel and antiparallel magnetic states in nanoscale magnetic tunnel
junction arrays. Although various approaches to reconfigurable
PUFs have been proposed, achieving integration of optical and
electrical PUFs is challenging due to the challenge of designing
a system that supports optical and electrical responses simulta-
neously without interference and crosstalk while being a recon-
figurable materials. Overcoming these challenges requires inno-
vative approaches to material design and device engineering to
unlock the full potential of advanced PUF systems.

We fabricate a reconfigurable and multidimensional LC-
based PUF in this work using an organic field-effect transis-
tor (OFET) approach. The benzothieno[3,2-b][1]benzothiophene
(BTBT)-derivative semiconducting LC material exhibits a phase
sequence of smectic A (SmA), smectic E (SmE), and crystalline
(Cr) phases upon cooling from the isotropic (Iso) phase at 208 °C.
Random nucleation occurs during the Iso-to-SmA phase tran-
sition, while the SmA-to-SmE transition produces a character-
istic fingerprint texture with randomly distributed skeletal pat-
terns, including ending and bifurcation points, which serve as
an optical PUF. Simultaneously, the randomly aligned molecules
in the OFETs generate unpredictable electrical characteristics
independently—such as threshold voltage, charge mobility, on-
current, and subthreshold slope—that function as an electrical
PUF. The performance of optical and electrical PUFs, including
randomness, uniqueness, and reliability, is verified through sta-
tistical analyses. It is confirmed that the thermotropic LC-based
fingerprint patterns can be reconfigured through facile heating
and cooling cycles without correlation to the original patterns.
We highlight the potential of our strategy to achieve multidi-
mensionality and reconfigurability within a single PUF device
through a system with diverse optical and electrical responses
designed to enhance security and adaptability (Table 1). Notably,
diverse response factors from a single semiconducting LC mate-
rial without interference between optical and electrical responses
enhance adaptability, reliability and encoding capacity. Moreover,
the incorporation of reconfigurable properties strengthens secu-
rity by allowing the generation of new and unique keys from the
same physical device, enabling recovery from key exposure with-
out the need for hardware replacement. As a result, our strategy
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enhances security and functionality, offering a robust solution for
a wide range of security applications.

2. Results and Discussion

2.1. Generation of PUF

The strategy for PUF generation based on LC to realize re-
configurable and multidimensional properties is shown in
Figure 1. First, a LC organic semiconductor (LC OSC) of the
BTBT series, 2-(2,3-difluorophenyl)-7-octyl-[1]benzothieno[3,2-
b][1]benzothiophene (2FPh-BTBT-C8), was synthesized by mod-
ifying a previously established synthetic route (Figure 1la;
Figure S1, Supporting Information).5?] Polarized optical mi-
croscopy (POM) is used to investigate the origin of the opti-
cal fingerprint texture observed in the Cr phase of 2FPh-BTBT-
C8 film, confirming the presence of SmA, SmE, and Cr phases
during the cooling process (Figures S2 and S3, Supporting In-
formation). Upon cooling from the Iso phase, 2FPh-BTBT-C8
transforms into the SmA phase, which results in a fan-shaped
texture in a random manner (Figure S3a, Supporting Infor-
mation). The phase transition from SmA to SmE produces a
unique fingerprint texture due to the herringbone arrangement
of molecules (Figure S3b, Supporting Information).>-°] Even
when the 2FPh-BTBT-CS8 film transitions from the SmE to the Cr
phase, the fingerprint pattern remains intact, allowing the obser-
vation of the optical fingerprint pattern using a POM (Figure S3c
and Video S1, Supporting Information).

To generate optical and electrical PUFs simultaneously, using
the fingerprint patterns of 2FPh-BTBT-C8 films, we developed
OFET to harness the LC semiconductor’s orientation-dependent
electrical properties. The schematic illustrations and device struc-
ture of the OFET are shown in Figure S4 (Supporting Informa-
tion). For bottom-gate bottom-contact configuration of OFET de-
vices, planar anchoring polyimide (PAPI), serving as both a pla-
nar degenerate alignment and a dielectric layer, was first coated
onto an indium-tin-oxide (ITO) glass substrate. Au/Ti electrodes
were sequentially deposited by thermal evaporation through a
metal shadow mask. Finally, a prepared PAPI-coated top glass
substrate was combined with the bottom substrate using UV glue
and the 4 pm silica bead to generate a uniform cell gap. 2FPh-
BTBT-C8 powder was injected between the top and bottom sub-
strates via capillary action near the Iso phase transition tempera-
ture and cooled to the Cr phase.

The random orientation of 2FPh-BTBT-C8 enables the real-
ization of multidimensional—optical and electrical—PUFs. The
ending and bifurcation points extracted from the random finger-
print pattern through image processing of optical microscope
images can be used in optical PUFs. (Figure 1c). The optical
PUF key generation process was conducted using customized
MATLAB codes, as detailed in Figure S7 (Supporting Informa-
tion). Additionally, anisotropic LC OSCs exhibit varied charge
transport pathways depending on the alignment direction.[5>5*56]
As a result, the random orientation of the 2FPh-BTBT-C8 be-
tween the source and drain provides unique electric characteris-
tics for each device, thereby enabling the generation of an electri-
cal PUF. Our single PUF sample consists of 4 X 6 OFET devices
(Figure S4b, Supporting Information), and electrical character-
istics were mapped from each device. By defining a threshold
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Materials Types Reconfigurability Encoding capacity Number of response factors? that can be
produced with one material®)
Fluorescent particles(??] Optical No ~2%0 /200 x 200 um? 1 (Intensities of fluorescence signals)
Fluorescent particles(?4] Optical No 2120 1 7 x 7 mm? 1 (Intensities of fluorescence signals)
Raman particles!'®] Optical No ~233% | 40 x 40 um? 1 (Intensities of Raman scattering)
Raman particles!'®] Optical No ~2°0000 /700 x 100 1 (Intensities of Raman scattering)
pm?
Cholesteric LCI*3] Optical Yes (irreversible) ~2'8 | 640 x 640 um? 1 (Structures of the cholesteric finger)
Polymer-stabilized LCI3#] Optical Yes (reversible) 22170 [ 1x 1em? 1 (Speckle pattern)
Stochastic crystallization of a Optical Yes (irreversible) ~2%41 [ 28 x 28 um? 1 (Speckle pattern)
supersaturated sodium acetate
solution!®T]
VO, nanocrystall*’] Optical Yes (reversible) ~2 55360 (unknown 1 (Speckle pattern)
size)
Ge, Sb, Tes nanocrystall*®] Optical Yes (irreversible) ~24 147200 | 2 1 (Speckle pattern)
Metal oxide thin film transistors[#2] Electrical No 22200 /2 x 2 cm? (each 5 (5 OFET parameters)
electrical parameter)
Graphene field-effect transistors(*°] Electrical Yes (reversible) ~2% /0.5 um? 1 (Source-drain current)
Block copolymer nanostructurel3°] Optical and electrical No ~2" /200 x 200 um? 4 (Electrical conductivity, optical dichroism
(electrical), 215 / 50 x intensity, and Raman scattering intensity,
50 um? (dichroism), and morphology of nanostructure)
215 /0.75 x 0.75 pm?
(Raman), 21 / 1x 1
pm?
(nano-morphology)
Zinc oxide particles4’] Optical and electrical No ~21024 1 48 x 48 um?> 2 (Optical pattern and electrical resistance)

This work Optical and electrical

Yes (irreversible)

(optical), 21024 /1.5
x 1.5 mm? (electrical)
~2°7% /432 x 144 ym?
(optical), 2% / 1.5 x
1.5 cm? (electrical))

8 (Optical: ending, bifurcation, and 2
birefringent intensities, electrical: 4 OFET
parameters)

) The “number of response factors” refers to how many distinct types of responses can be obtained from a single PUF. In our work, as shown in ¢, one PUF provides a
total of eight different codes: ending, bifurcation, threshold voltage, mobility, on-current at Vos = —50V, subthreshold slope, and two types of octal codes extracted from
POM images. Therefore, the number of response factors in our case is eight. As another example, the reference on block copolymer nanostructures reports four types of
binary codes based on randomized electrical conductivity, optical dichroism intensity distribution, Raman scattering intensity, and morphology of nanostructure.3%l Thus, the
number of response factors in that study is four. ) The method of expanding the pixel numbers or bases is not reflected. 9 Encoding capacity of optical PUFs is calculated
by multiplication of encoding capacities of ending, bifurcation, and two types of octal codes extracted by polarized optical microscopy images, and that of electrical PUFs is
calculated by multiplication of encoding capacities of threshold voltage, mobility, on-current at Vo5 = —50V, and subthreshold slope binary codes, presented in Figure 6c.

value, an electrical binary PUF key was generated (Figure 1d).
Furthermore, PUF demonstrates reconfigurability due to the LC
phase of 2FPh-BTBT-C8, a crucial feature that enhances the
security of the PUFs, which is not easy to rationalize in previ-
ous studies.[1*31:3437395] During heating to the Iso phase fol-
lowed by cooling to the Cr phase, 2FPh-BTBT-C8 loses its origi-
nal molecular orientation. It forms a new fingerprint texture dif-
ferent from before (Figure 1Db), thereby generating unique optical
and electrical PUFs (Figure 1le). This reconfigurability in the PUF
is essential for overcoming the limitations of complexity, cost, in-
tegration, and tampering in various applications.

2.2. Analysis of Optical and Electrical Characteristics According
to the Cooling Rate
LC OSCs’ domain size and microstructure vary with the

cooling rate, impacting optical texture and charge transport
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pathways.[7°8] Therefore, it should exhibit sufficient optical com-

plexity with varied electrical characteristics for PUF. The optical
images and electrical characteristics of 2FPh-BTBT-C8 films pre-
pared under four cooling rate conditions (quenching, 20, 5, and
1°Cmin~!) are investigated to rationalize our idea (Figure 2). Un-
der quenching conditions, the domain size of the needle texture
is smaller, and the density of the dark area due to defects becomes
larger compared to other slower cooling rates (Figure 2a,e). These
results indicate that obtaining fingerprint patterns is challeng-
ing from the 2FPh-BTBT-C8 film under quenching conditions,
making it unsuitable for optical PUF use. Moreover, the crys-
tal domain size decreases due to insufficient time for ordering
under quenching,””] leading to the lowest charge mobility of
0.1021 cm? V! g7! (Figure 2i and Table 2). As the cool-
ing rate decreases from 20 to 1 °C min™', the domain size
and charge mobility increase, and defect density decreases
(Figure 2b—d,f-h,j-1, and Table 2). Powder X-ray diffraction
(PXRD) experiment was performed to investigate the crys-
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Figure 1. Reconfigurable and multidimensional LC-based PUF. a) LC molecular structure for fabricating PUF. b) Reconfigurable optical fingerprint tex-
tures of the LC film at the Cr phase by heating and cooling process. The images are colored for easier understanding of reconfigurability. Scale bars,
50 um. c) Optical PUF is generated by converting fingerprint pattern to fingerprint skeleton and defining ending and bifurcation points. d) Electrical
PUF is generated by measuring randomly distributed electrical signals of randomly oriented 2FPh-BTBT-C8 molecules. e) Schematic illustration of PUF.
Reconfigured pattern generates unique optical and electrical PUFs which are distinct from the previous ones.

talline structure of 2FPh-BTBT-C8. The possible unit cell
parameters and space group of 2FPh-BTBT-C8 are deter-
mined using EXPO software® and refined through whole
pattern profile matching with the LeBail method.®¥! The
refined structure of 2FPh-BTBT-C8 corresponds to an or-
thorhombic crystal system (Pmm?2 space group) with parame-
ters: a = 4.5722 A, b = 6.0291 A, c = 47.1158 A, and a = f =
y = 90° (Figure S5, Supporting Information). Synchrotron 2D
grazing incidence X-ray diffraction analyses were performed to
investigate the molecular ordering of 2FPh-BTBT-C8 under dif-
ferent cooling rates. Under cooling rates of 20, 5, and 1 °C min~!,
nucleation and growth occur through thermodynamic control.
In contrast, kinetic control takes over during quenching, cool-
ing rates are close to 100 °C s~!, which leaves little time for
molecules to organize into a well-ordered layered structure, re-
sulting in the absence of high-order (00l) peaks (Figure S6a—c,
Supporting Information). Especially, the attenuated intensity at
g = 0.12 — 0.25A7", in the g, line cut under quenching con-
ditions indicates a distribution in the layer spacing, suggesting
that molecules fail to achieve a consistent layered arrangement
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(Figure S6¢, Supporting Information).”] Consequently, charge

mobility is reduced, and a large fingerprint pattern does not
emerge. Furthermore, the horizontal (002) peak is more domi-
nant than the vertical (002) peak in quenching conditions, corre-
sponding to the vertically aligned layers with face-on molecules
(Figure S6d, Supporting Information). However, as the cooling
rate decreases, the vertical peak becomes increasingly dominant,
reflecting the thermodynamic stability of the horizontally aligned
layer. This alignment enhances charge transport and results in
a larger fingerprint pattern. It indicates that although edge-on
and face-on orientation of molecules coexist at slow cooling rates
(Figure S6e, Supporting Information), the domain size of the fin-
gerprint pattern is strongly influenced by the fraction of edge-on
aligned molecules. From the perspective of FETs, a single and
large domain or crystal is considered optimal for efficient charge
transport. However, this is practically unfeasible, and regions
with edge-on aligned molecules may present between domains.
As the cooling rate becomes slower, it is speculated that the
mixed orientation exhibits z—x stacking in both in-plane and out-
of-plane directions, forming a continuous 3D charge transport
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Figure 2. Optical textures and electrical characteristics of PUF depending on the cooling rate. a—d) Optical fingerprint textures and e-h) POM images
depending on the cooling rate and i-l) corresponding transfer curves. Transfer curves containing 24 measurements for each cooling rate. All scale bars,

50 um.

pathway in the film and enhancing charge hopping to the
adjacent domain to achieve a higher charge carrier mobility.[®1:62]
For electrical PUF, we utilized the electrical anisotropy charac-
teristics induced by the orientation of LC [3254°66364] to inten-
tionally generate electrical randomness by inducing random z—
n stacking direction and source/drain direction through ran-
dom alignment. While randomness is essential from the per-
spective of electrical PUF, excessive electrical randomness can
degrade the reliability of electronic devices, making variation re-
duction necessary. The following are strategies to reduce elec-
trical variability: 1) Downsizing the source/drain channel di-
mension to the present domain size to reduce the possibil-
ity of charge trapping at grain boundaries.l®%l 2) Introduc-
ing the self-assembled monolayer as contact interlayer between
metal and OSC layer to alleviate the contact limitation and tune
the charge injection, roughness, and trap density.!%! 3) Re-
ducing the size of the spacers between the top and bottom
substrates of the present sandwich cell reduces the thickness
of OSC layer and minimizes the contact resistance and traps
for charges.[%97°]

Based on the POM and GIXD results, a cooling rate of 5 °C
min~! is adopted for PUF fabrication due to the appropriate do-
main size and complexity of fingerprint textures. A rate of 1 °C
min~!, although yielding the highest charge mobility, is not cho-
sen due to the relatively long-range orientation of the domains,
which reduces the randomness of the optical fingerprint pattern.
All samples used in the statistical evaluation of PUFs to be de-
scribed later are fabricated at a cooling rate of 5 °C min~'. LC
OSCs’ cooling rate-dependent random molecular ordering and
orientation indicate concealable properties of the present com-
bined optical and electrical PUFs, which can encrypt and decrypt
the random codes more multidimensionally and allow the dy-
namic control of micro-fingerprint pattern generation.

2.3. Statistical Evaluation of the Performance for Optical PUF

We evaluated the performance and reliability of 72 optical PUFs
generated by random fingerprint patterns (Figure 3). As shown

Table 2. The electrical characteristics of devices depending on the cooling rates. The mean and standard deviation were obtained from 24 different OFET

devices.

Electrical characteristics Quenching 20 °C min~! 5°C min~! 1°C min~!
Threshold voltage, V,, (V) ~29.17 + 4.1 ~27.83 + 3.83 ~23.83+5.02 ~18.71+534
Mobility, 1 (cm? V=1 s77) 0.1021 + 0.0813 0.6847 + 0.3789 0.7298 + 0.4500 0.8932 + 0.6246
On-current at Vg = =50 V, Ips (A) 2.03 x 1078 + 1.64 x 108 1.09 x 1075 + 1.04 x 1076 245 % 1076 + 1.73 x 10~ 1.89 % 1075 + 1.63 x 1075
Subthreshold slope, S-slope (V dec™) 4.36 +0.97 3.82 +1.00 3.60 + 0.98 3.47 £ 0.85
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Figure 3. Generated 2D binary optical PUF keys and evaluation of PUF performance by statistical analysis. a) Generated optical fingerprint images,
ending keys, and bifurcation keys. Ending key has 30 x 90 bits, and bifurcation key has 20 x 60 bits. b,c) Bit uniformity histograms with Gaussian fittings
of the (b) ending and (c) bifurcation keys for 72 PUFs. d,e) LZ entropy distributions obtained from bit streams of the (d) ending and (e) bifurcation keys.
f,g) Normalized Intra-HD and Inter-HD histograms with Gaussian fittings for (f) ending and (g) bifurcation keys. Insets in (f) and (g) show magnified

Intra-HD distributions.

in Figure S7 (Supporting Information), the fingerprint pattern
image is converted into a skeleton image through image pro-
cessing. Ending and bifurcation points are extracted from this,
generating 2D binary codes of 30 x 90 bits for endings and 20 x
60 bits for bifurcations (Figure 3a). The randomness of a finger-
print optical PUF can be assessed by bit uniformity. It quantifies
the degree to which the output bits of the generated PUF are uni-
formly distributed between 0 and 1, with an ideal PUF exhibiting
a bit uniformity of 0.5. Bit uniformity histograms are obtained
for 72 ending and bifurcation PUFs, and Gaussian fittings are ap-
plied to determine the mean and standard deviation. The bit uni-
formities for endings and bifurcations are 0.5005 + 0.0545 and
0.5281 + 0.0673, respectively, demonstrating that the obtained
fingerprint patterns exhibit randomness (Figure 3b,c). To further
evaluate the randomness and complexity, informational entropy
(Shannon entropy) and Lempel-Ziv entropy (LZ entropy) are cal-
culated. Informational entropy describes how bits are randomly
distributed within a binary sequence, with values closer to 1 in-
dicating greater randomness. The distributions of bits along the
rows and columns of the 2D binary codes for endings and bi-
furcations are plotted (Figure S8, Supporting Information), and
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informational entropy heatmaps are obtained for all 72 optical
PUFs (Figure S9, Supporting Information). LZ entropy analyzes
repetitive patterns within the PUF output bitstream to assess its
compressibility, and it can overcome the drawbacks of informa-
tional entropy, which cannot consider the periodicity of the bi-
nary sequences in the bit streams. LZ entropy ranges from 0 to
1, with values closer to 1 indicating greater complexity and ran-
domness. The average LZ entropies of the binary sequences for
the ending and bifurcation are 0.8644 + 0.0300 and 0.9374 +
0.0376, respectively (Figure 3d,e). The resulting average values
(~90% of the ideal value) of the informational and LZ entropy
show that the optical fingerprint PUFs are random and exhibit
an appropriate level of complexity. Next, to validate the distin-
guishability between outputs of different PUF codes, we examine
uniqueness, which can be assessed by the Inter-Hamming dis-
tance (Inter-HD). The Hamming distance is the number of dif-
ferent bits between two binary sequences. Ideally, the normalized
Inter-HD converges to 0.5. Histograms and Gaussian fittings
of the normalized Inter-HD are obtained from ,,C,; (=2556)
comparisons for each binary sequence (Figure 3f,g). The means
and standard deviations of the Inter-HD for the ending and
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bifurcation are 0.4986 + 0.0141 and 0.4967 + 0.0201, respectively.
The effective encoding capacity (EC), which represents the num-
ber of unique outputs that PUF can generate, is evaluated for
binary bits with an EC = 2#0-#/" where u and ¢ are mean and
standard deviation values of Inter-HD.[”] The EC = 2! 7 (~10 *78)
and 28 (~10'°) for endings and bifurcations, respectively. For
a PUF to be practically used, it should exhibit reproducibility,
which refers to the ability to observe the same response from the
same PUF, and thus the Intra-Hamming distance (Intra-HD) is
calculated. Similar to the Inter-HD calculation, the histogram of
the normalized Intra-HD with Gaussian fit is derived from re-
peated measurements of 72 identical PUFs (Figure 3f,g). Means
and standard deviations of the Intra-HD for the ending and bifur-
cation are 0.2123 + 0.0746 and 0.1613 + 0.0554, respectively. Us-
ing Intra-HD and Inter-HD, we examined two error rates, a false
positive rate (FPR) and a false negative rate (FNR), to quantify
the precision of the authentication process. The probability that
a fake PUF is identified as authentic (Type-I error) is known as the
FPR, and an authentic PUF is identified as fake (Type-II error) is
known as the FNR. The FPR and FNR determined by the thresh-
old are calculated based on the overlapping area of the Gaussian
distributions of Inter-HD and Intra-HD reported in Figure 3f,g.
We obtained a threshold value of 0.4474, FPR = 1.342 x 107, and
FNR =8.078 X 10~ for ending, and the threshold value 0f 0.4042,
FPR = 1.995 X 107%, and FNR = 5.769 X 10~ for bifurcation.

From users’ perspective, practical authentication of PUFs re-
quires additional consideration of changes in image conditions
such as shift and rotation. We correct the shift and rotation of the
image generated from the user image by comparing it with the
database using the feature matching algorithm (Scale-Invariant
Feature Transform, SIFT) and confirmed that the optical binary
code obtained from the user image is authentic (Figure S10, Sup-
porting Information). Since SIFT algorithm extracts features that
are robust to the scale and rotation of the image, it always ex-
tracts features that are extracted from the same location even if
the size of the image changes or is rotated.”!] In the database
image, 6130 key points were detected. For an image taken at dif-
ferent angle and shift, 392 key points were successfully matched
with the database image, and the same area as the database image
is extracted based on the matching points. After obtaining binary
codes for ending and bifurcation, HDs between the database and
user image are 0.2733 < 0.4474 (threshold) for ending and 0.2183
< 0.4042 (threshold) for bifurcation, indicating that user image is
authentic. SIFT algorithm between the database image and fake
image shows that only two key points out of 6130 key points are
matched (Figure S11, Supporting Information).

2.4. Statistical Evaluation of the Performance for Electrical PUF

We obtained the transfer curves from the 4 x 6 array of OFET
devices in the PUF (Figure 4). Due to the p-type semicon-
ductor characteristics of 2FPh-BTBT-CS8, attributed to its BTBT
core, 72731 the transfer curves are measured with a source-drain
voltage of —50 V and a gate voltage ranging from 10 to —50 V. The
results of repeated measurements of transfer curves show that
each OFET device exhibits reproducible and independent electri-
cal signals (Figure S12, Supporting Information). Electrical char-
acteristics for each device, such as threshold voltage (V,,), hole
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mobility (1) in the saturation regime (Vg = —50 V), on-current
at Vo = =50 V (Ip), and subthreshold slope (S-slope), are ex-
tracted (Figure 4a). These characteristics are mapped onto a 4 X
6 2D matrix, and using the median value as a threshold, four 4
X 6 binary codes per sample are generated (Figure 4b-i). To as-
sess the performance of the electrical PUFs, bit uniformity, LZ
entropy, Intra-HD, and Inter-HD are calculated using the same
statistical analyses as for the optical PUFs, based on a total of 15
PUF samples. Bit uniformities are measured as 0.5 for all charac-
teristics except for V,,, in which identical values cause deviations
from 0.5 in bit uniformity (Figure S13a—d, Supporting Informa-
tion). LZ entropy values are obtained as 1 for all data points except
one in the mobility characteristic (Figure S13e-h, Supporting In-
formation). The results of bit uniformity and LZ entropy demon-
strate that the electrical PUF satisfies the randomness property.
Histograms of Inter-HD and Intra-HD with Gaussian fittings for
each characteristic are shown in Figure 4j-m. Based on the Gaus-
sian fittings, means and standard deviations of the Intra-HD for
the V,,,, u, I, and S-slope are 0.0806 + 0.0833, 0.0083 + 0.0234,
0.0139 + 0.0302, and 0.0028 + 0.0108, respectively. Means and
standard deviations of the Inter-HD for the V,,, u, Ips, and S-
slope are 0.5016 + 0.1051, 0.4563 + 0.1109, 0.4786 + 0.1103, and
0.4952 + 0.1039, respectively. To evaluate the precision of the au-
thentication, threshold values, FPRs, and FNRs are calculated for
all electrical characteristics. For V,,, threshold = 0.2766, FPR =
1.618 x 1072, and FNR = 1.322 x 1072 For y, threshold = 0.0949,
FPR = 5.588 x 1074, and FNR = 1.051 X 10~*. For I, thresh-
old = 0.1227, FPR = 6.235 x 107*, and FNR = 1.547 x 10~*. For
S-slope, threshold = 0.0539, FPR = 1.079 x 107>, and FNR =
1.008 x 107°. In addition to the electrical parameters we have pre-
sented, extracting parameters such as charge mobility and cur-
rent at different voltages can increase the number of response
factors of electrical PUFs, which can be used for hierarchical
authentication.

2.5. Reconfigurability of the PUF

Whereas PUFs with a determined structure after fabrication gen-
erate fixed responses based on a static physical structure, recon-
figurable PUFs allow for the transformation of responses by mod-
ifying initial states or structures. Consequently, reconfigurable
PUFs can generate multiple unique PUF responses from a sin-
gle device. This flexibility enables it to counter various attacks,
generate adaptable keys, and support multi-factor authentica-
tion. Our PUF is composed of a thermotropic LC, 2FPh-BTBT-
C8, so reconfigurability can be realized through changes in op-
tical texture based on thermal phase transition (Video S2, Sup-
porting Information). When the fabricated 2FPh-BTBT-C8 film
is heated to the Iso phase and subsequently cooled, the origi-
nal fingerprint pattern is erased, and a new one emerges, gen-
erating a new 2D binary key by image processing (Figure 5a,b).
To ensure that randomness is retained across heating and cool-
ing cycles, we calculate the bit uniformity of the optical PUFs.
For ending and bifurcation, the means and standard deviations
are 0.4882 + 0.0344 and 0.4873 + 0.0378, respectively. It in-
dicates that the PUFs maintain randomness even after heat-
ing and cooling processes (Figure 5c,e). Furthermore, 2D cor-
relations are investigated to evaluate the uniqueness of optical
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Figure 4. Electrical 2D binary PUF keys and evaluation of PUF performance by statistical analysis. a) Transfer curves of 24 devices in one OFET sample for
generating electrical PUF keys using various electrical characteristic parameters. b—e) Heatmap of 24 devices (6 X 4 array) for each electrical characteristic,

(b) Vi, ()

i, (d) Ips, and (e) S-slope. f—i) Binary key for each electrical characteristic obtained by determining the threshold value as median value. Note

that threshold value for each characteristic is set as median value. j-m) Normalized Intra-HD and Inter-HD histogram with a Gaussian fit for each

electrical characteristic obtained by 15 PUFs.

PUFs across heating and cooling cycles within a single PUF.
Means and standard deviations of the similarity indices across
distinct cycles are 0.5009 + 0.0115 for ending and 0.5033 +
0.0172 for bifurcation, indicating minimal correlation between
reconfigured optical PUFs across heating and cooling cycles
(Figure 5d.f).

For the electrical PUF, it is confirmed that heating and cool-
ing process leads to a different transfer curve distribution due
to changes in the orientation of 2FPh-BTBT-C8, generating new
electrical characteristic keys (Figure 5g,h). Bit uniformity across
heating and cooling cycles shows minimal deviation from the
ideal value of 0.5 (Figure 5i), and the similarity index for 2D corre-
lation of the mobility characteristic is 0.55 + 0.08 (Figure 5j). Note
that only the mobility characteristic is shown in Figure 5 as a rep-
resentative example of the reconfigurability of the electrical PUF,
and the statistical analysis results for all electrical characteristics
are presented in Figures S14 and S15 (Supporting Information).
The reason why the mean value of the similarity index of the elec-
trical PUF is farther from the ideal value of 0.5 and the standard
deviation is larger than that of the optical PUF is that the length of
the binary sequence is shorter than that of the optical PUF so that
the statistical value changes significantly even with a small pixel
change. The results from bit uniformity and the similarity index
based on Inter-HD calculations demonstrate that 2FPh-BTBT-C8
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can reconfigure into entirely new and random structures without
memory effect.

2.6. Multidimensional Authentication and Improvement of
Security of the PUF

Our PUF enables multidimensional authentication by utilizing
optical and electrical challenges while providing multi-factor re-
sponses for each challenge (Figure 6a). The multidimensional
authentication process is achieved through a hierarchical veri-
fication approach. Once the types of challenges and responses
(e.g., ending, bifurcation, V,;, etc.) to be used for authenticating
an unknown PUF are specified, the unknown PUF is compared
to the database of PUF for each type, and a similarity index is cal-
culated. If even one type fails to exceed the threshold, the PUF
is classified as fake, providing enhanced security compared to a
single PUF system. The multidimensional feature, which com-
bines optical and electrical PUFs, offers flexibility in selecting
the preferred challenge—optical or electrical-based on the applica-
tion’s requirements. Users can choose either one or use them to-
gether based on their circumstances, allowing flexible authentica-
tion. Additionally, due to the liquid crystalline properties of 2FPh-
BTBT-C8, irreversible reconfiguration can be achieved through
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Figure 5. Reconfigurability test of the PUF. a,b) Optical image, fingerprint pattern, ending key, and bifurcation key (a) before and (b) after the heating
and cooling process. All images and keys are irreversibly changed after heating to Iso phase and then cooling to the room temperature. Scale bars,
100 um. c,e) Bit uniformity plots and d,f) 2D correlations of (c,d) ending and (e,f) bifurcation keys for 5 heating and cooling cycles. g,h) Transfer curves
and generated mobility key (g) before and (h) after the heating and cooling process. Only the mobility key is shown here as a representative electrical
characteristic of OFET. i) Bit uniformity plot and j) 2D correlation of mobility keys for reconfigurability test with 5 heating and cooling processes.

heating to the Iso phase temperature and subsequent cooling,
ensuring recovery from external attacks or generating new keys
when needed by users. In fact, reconfiguration interrupts syn-
chronization with the database, which imposes limitations on the
authentication in a practical usage environment. Nevertheless,
since the PUFs remain embedded within the device, their encryp-
tion capabilities remain intact. Therefore, data can be securely
protected through encryption after reconfiguration and subse-
quently re-enrolled in the database when needed. In contrast,
PUFs without reconfigurability usually need to be physically re-
placed when the key is exposed. It might be difficult or impossi-
ble to replace the PUF if it is incorporated into a sensitive or cru-
cial component of the application. In this context, reconfigura-
bility enables a practical method of restoring authentication by
allowing database re-enrollment without the need for hardware
substitution.

Adv. Mater. 2025, 2504288 2504288 (9 of 14)

The 2FPh-BTBT-C8 film exhibits birefringence due to its
molecular anisotropy, allowing POM images to be converted
into octal 2D color codes to generate additional optical PUFs
(Figure 6b). Under the crossed polarizer state, the optical phase
difference between ordinary and extraordinary polarization is re-
lated to the birefringence color according to the wavelength and
intensity of the transmitted light. Differences in molecular ori-
entation and microstructures maximize variations in birefrin-
gence colors and create highly complex color codes at the mi-
croscale, derived from the Michel-Lévy birefringence chart.l’*]
Furthermore, the additional phase retardation plate (A = 530 nm)
generates yellowish and blueish domains when the slow axis
of the positive birefringent 2FPh-BTBT-C8 molecule is parallel
or perpendicular to the slow axis of the A plate, respectively.
This also creates random color codes different from under the
cross polarizers due to the retardation differences. For extracting
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including reconfigurability and adaptability.

Adv. Mater. 2025, 2504288

2504288 (10 of 14) © 2025 The Author(s). Advanced Materials published by Wiley-VCH GmbH

95UB01 T SUOLILLIOD A1 3[cedtdde U Aq pausenob ae Sspile VO ‘85N JO 3N o} Akeiqi8UlUO AS|IA LIO (SUONIPUOD-PUE-SWLBIALI0D A3 |IM Afe.d 18U UO//ScIY) SUORIPUOD PuUe SWLB | U1 39S *[6202/.0/20] Uo Ariqauljuo (1M ‘JO 1Miisu| feuolieN Ues|n Ad 88210202 BWIPe/Z00T OT/I0p/u0d A5 | 1M Aleid 1joul JUO'peoUeApe;/SANY WoJj papeo|umod ‘0 ‘S60rTZST


http://www.advancedsciencenews.com
http://www.advmat.de

ADVANCED
SCIENCE NEWS

ADVANCED
MATERIALS

www.advancedsciencenews.com

octal code, birefringent image is separated to red, green, and blue
channel, followed by binning and binarizing processes for each
channel (Figure S16, Supporting Information). Octal codes are
then obtained by combining the binary codes. As shown in the
schematic illustration in Figure S17 (Supporting Information),
authentication can be realized by converting the octal code into
three binary codes of red, green, and blue and performing hierar-
chical verification for each code. Figure 6c demonstrates the po-
tential to improve EC by integrating various optical and electrical
PUFs. While the ideal total EC using all proposed PUF types is
~257% 1017 further enhancements are achievable by increas-
ing the pixel count in the 2D codes of optical PUFs, utilizing the
angle variation between the phase retardation plate and the po-
larizer as multi-challenges, or incorporating electrical character-
istics at specific gate or source-drain voltages. These strategies
could enable the realization of higher ECs and the application of
the system as a strong PUF.

We propose application scenarios for LC-based PUFs focusing
on their multidimensionality and reconfigurability, as illustrated
in Figure 6d. In the reconfiguration scenario, the PUF can be
reconfigured by the user and utilized for data encryption and de-
cryption when a new key is required during usage. The new key
can then be re-registered to the database to reactivate authenti-
cation. In the multidimensional scenario, the dual capability of
generating both optical and electrical responses enables users to
select their preferred authentication method, offering adaptabil-
ity to various application environments.

2.7. Stability of the PUF

Since PUFs should generate consistent and reliable responses
under diverse environmental conditions, their stability is essen-
tial for practical applications. As shown in Figure S4b (Support-
ing Information), the PUF device is positioned between two glass
substrates, and the material remains in a crystalline state, ensur-
ing mechanical stability unless physically damaged. Although the
requirement for the material to exist in a thin film between glass
substrates acts as a restricted condition, this structure provides
notable resistance to mechanical stress. To assess the device’s en-
vironmental robustness, we conducted a series of tests. First, a
long-term stability test is carried out to evaluate durability over
time (Figures S18 and S19, Supporting Information). The device
maintains its original fingerprint textures after seven days, indi-
cating that the LC material retains a stable crystalline structure
at room temperature. We also examined thermal stability con-
sidering the situation in which heat is generated depending on
the use of the application when PUF devices are embedded in
(Figures S20 and S21, Supporting Information). After heating the
LC material to 100 °C for 30 min and subsequently cooling it to
30 °C, no changes are observed in the optical fingerprints. This
demonstrates that the material preserves its macroscopic crys-
talline phase even after prolonged high-temperature exposure.
Humidity tests are further performed to reflect real-world usage
scenarios (Figures S22 and S23, Supporting Information). Com-
parison of optical textures at relative humidity (RH) 30% and RH
70% shows no noticeable difference, indicating that moisture has
negligible impact. This is attributed to the hydrophobic molecu-
lar structure of the LC material, composed of fluorinated, aro-

Adv. Mater. 2025, 2504288 2504288 (11 of 14)

www.advmat.de

matic, and alkyl groups, and its encapsulation within the glass
cell. Although condensation of water vapor on the optics or sam-
ple surface at RH 70% causes optical haze under our experimen-
tal conditions, HD of optical binary keys between RH 30% and
RH 70% is within the average + standard deviation range of inter-
HD (Figure S22, Supporting Information). Moisture effect can
be prevented by applying hydrophobic coatings or increasing the
surface temperature above the dew point at high humidity. For
each condition, HDs between initial and after-test binary codes of
optical and electrical PUFs are calculated to evaluate authentica-
tion (Figures S18-S23, Supporting Information). All HD values,
except for HD between RH 30% and RH 30% from RH 70% for
S-slope binary key, remain below the predetermined threshold,
confirming that the device maintains reliable authentication ca-
pability even under varied environmental stress. For HD between
RH 30% and RH 30% from RH 70% for S-slope binary key, HD
exceeded the threshold due to only one bit value (Figure S23, Sup-
porting Information). To evaluate the reconfiguration cycles, we
monitored the changes in optical fingerprint textures under re-
peated thermal cycles consisting of heating to the isotropic phase
and subsequent cooling to 30 °C (Figure S24, Supporting Infor-
mation). Throughout ten cycles, distinct and stable fingerprints
are consistently generated, demonstrating complete reconfigura-
tion without any damage or deformation to the LC materials and
PUF device.

3. Conclusion

Reconfigurable and multidimensional PUFs are fabricated using
an LC-based OFET device. The random nucleation and growth
during thermal phase transition plays a pivotal role in unpre-
dictable fingerprint patterns as well as electrical signals for the
combined optical and electrical PUFs. Statistical analysis con-
firms randomness and uniqueness, exhibiting encoding capac-
ity as high as 10! 7® combining a total of 8 different codes.
Notably, the LC nature of the present OSC material introduces
reconfigurability, addressing the limitations of PUFs with fixed
structures, and multidimensional authentication can be achieved
through hierarchical verification due to the multi-response fac-
tors. Overall, we anticipate that the multidimensionality, dynamic
adaptability, and expandability of our PUF can be applied in vari-
ous fields requiring on-demand security system, such as IoT, se-
cure authentication, and anticounterfeiting.

4. Experimental Section

Materials and Fabrication of the PUF Devices: 2FPh-BTBT-C8 was
synthesized by modifying a synthetic scheme in the previous study
(Figure ST, Supporting Information).12] Differential scanning calorimetry
(DSC) curve of the 2FPh-BTBT-C8 was obtained by TA instruments DSC 25
at heating and cooling rates of 5 °C min~". To fabricate the OFET devices,
ITO-coated glass substrates (2.5 x 2.5 cm?) were chemically washed with
acetone, ethanol, and deionized water. Planar anchoring polyimide (PAPI;
DL-2193, Shenzhen Dalton Electronic Materials Co., LTD) was spin-coated
on the ITO-coated substrate to induce degenerate planar alignment of LC
molecules and to use PAPI film as a dielectric layer. PAPI-coated substrates
were pre-baked on the hot plate at 60 °C for 5 min and then hard-baked
at 200 °C for 2 h. Au (40 nm)/Ti (5 nm) electrodes for source and drain
were deposited on the substrates by a thermal evaporator with a metal
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shadow mask. To induce low contact resistance, pentafluorobenzenethiol
(PFBT, Sigma—Aldrich) in ethanol solution (0.1 wt.%) was spin-coated on
the substrate to fabricate self-assembled monolayers (SAMs), followed by
thermal annealing at 120 °C for 1 h. Finally, the substrate was sandwiched
with a top PAPI-coated glass substrate using 4 um diameter silica particle
and UV-curable with heat-resistible adhesive to achieve a uniform cell gap.
The 2FPh-BTBT-C8 powder was loaded at the sandwich cell’s entrance and
injected into the cell by capillarity at its Iso phase (2212 °C). Except for the
analysis according to the cooling rate in Figure 2, the samples were cooled
to the Cr phase at a rate of 5 °C min~".

Optical Characterization: The optical textures of the 2FPh-BTBT-C8
film in the sandwich cell were observed by a polarized optical micro-
scope (Nikon Eclipse LV1I00POL and Nikon Eclipse Ti2), and images were
taken by a charge-coupled device camera (Nikon DS-Ri1 for LV100POL and
Nikon DS-Ri2 for Ti2).

Molecular Structural Characterization Using Grazing Incidence X-Ray
Diffraction (GIXD): GIXD experiments were conducted at the 9A U-SAXS
and 6D C&S UNIST-PAL beamlines in the Pohang Accelerator Laboratory
(PAL). The X-ray energy was 11.08 keV for the GIWAXD experiment and
18.986 keV for the PXRD measurement for profile matching, respectively.
The sample-to-detector distance (SDD) was 222.10 mm for the GIWAXD
experiment and 301.40 mm for the PXRD measurement. The X-ray diffrac-
tograms were recorded with a 2D CCD camera (Rayonix SX165).

Electrical Characterization: The transfer and output characteristics of
the bottom-gate bottom-contact OFET devices were measured by an elec-
trical parameter analyzer (Keithley 4200A-SCS) in a N,-filled glovebox. The
charge carrier mobility (u) was calculated at the saturation region in the
transfer curves using the following equation:

Ips = (WC;/2L) u(V — Vi) )

where Wis the width (500 um) of the source and drain channel, and L is the
length (200 um) between the source and drain. C; is the capacitance per
unit area of the gate insulator (~76.5 pF mm™2).54] v,, is the threshold
voltage extracted from extrapolating a linear fitting of—\/E versus Vgs.

Statistical Evaluation of PUF Performance: Bit uniformity: Bit unifor-
mity, the distribution of 1- or 0-bits in the bit streams, can be calculated
by following equation.

N

Bituniformity = % E Sk 2)
k=1

where s, is k-th bit, which values are 0 or 1, and N is the number of bits
in the single binary sequence. N is 2700 for ending (30 x 90), 1200 for
bifurcation (20 x 60), and 24 for electrical PUF keys, respectively. Ideally,
bit uniformity is 0.5.

Informational Entropy (Shannon entropy): The randomness of PUF was
characterized by the Shannon entropy (E) for each row or column of each
PUF. Shannon entropy can be calculated as follows.

Ex = = [Palogap, + (1= pg) log, (1= p,)] 3)

where a is either the x- (row) or y-axis (column) of the array, and p,, is bit
uniformity along the x or y axes. Ideally, Shannon entropy is 1 for p, = 0.5.

Lempel-Ziv (LZ) Entropy: LZ entropy can overcome the limitations of
ordinary informational entropy, which cannot consider the periodicity of
the binary sequences in the bit streams. LZ entropy can be calculated by
combining bit uniformity and LZ complexity, which represents the amount
of unique binary sequence combinations.[”] The LZ complexity (C,) is
calculated by an existing open-source algorithm. LZ entropy (S, ) is cal-
culated as below.

—CyzlogyN (plog,p + (1 - p) log, (1-p))
N

4

Siz=
where p is bit uniformity of the binary sequence, and N is the number of

bits in the single binary sequence.
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Hamming Distance (HD): HD between two binary sequences represents
the number of different bits in the same position of the bit streams. Intra-
HD and Inter-HD were calculated to evaluate whether the same PUFs were
considered the same and different PUFs are distinguished from each other.
Normalized HD was calculated as follows.

P (Si,k @ 5',k)

NormalizedHammingdistance (HD) = N

©)
where s; is k-th bit of the i-th binary sequence. i = j for Intra-HD, and
i # j for Inter-HD. @ symbol indicates XOR operator. N is the number
of bits in the single binary sequence. Ideally, Intra-HD should be closer
to 0, which means the two PUFs are the same, and Inter-HD has to be
closer to 0.5, which shows the two PUFs are distinct. For optical PUF, the
histograms with Gaussian fit were obtained with 72 binary sequences for
ending and bifurcation, respectively. The distributions for intra-HD and
inter-HD consist of 72 and ;,C, (= 2556) data points, respectively. For
electrical PUF, the histograms with Gaussian fit for intra-HD and inter-HD
were obtained with 15 binary sequences, which consisted of 15 and 5C,
(= 105) data points.

The following equation simply expresses the similarity index for the re-
configurability test.

Similarity index = 1 — Normalized HD (6)

Supporting Information

Supporting Information is available from the Wiley Online Library or from
the author.
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