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Abstract 

 

Human touches to ground metal of electronic systems can cause electrostatic discharge (ESD)-

induced soft failures without causing physical damage. If a number of data are lost due to ESD-

induced noises, then a system freeze, fault, or reboot can occur, and user intervention is required to 

restore normal system operations. Such malfunction of a system is called system-level ESD soft 

failures that become more serious as the speed of electronic devices increases and their size becomes 

more compact. Achieving immunity of systems and integrated circuits (ICs) against soft failures due 

to system-level ESD is an important design goal.  

In this thesis, two specific circuits whose soft failures can be fatal to whole system are investigated. 

One of them is a delay-locked loop (DLL) and the other is a sense amplifier flip-flop (SAFF). The 

DLL is widely used to compensate the timing of high-speed data communications. The SAFF is 

commonly used as an input receiver for address and command in a DRAM. The DLL and SAFF were 

designed and fabricated in a 180-nm CMOS process. They are mounted in each simplified design of 

dual in-line memory module (DIMM) by chip on board (COB) assembly and the DIMMs are mounted 

on each simplified motherboard. 

The input and output voltages of the DLL under ESD-induced noises were measured, and the 

average values of peak-to-peak jitter and jitter durations of the DLL clock were obtained from 

repeated measurements. The effects of the VDD-GND decoupling capacitors and a bias decoupling 

capacitor were investigated. The measured DLL output are reproduced in SPICE simulations using the 

measured DLL input voltages, and the root causes of the jitter are investigated. Additionally, 

measurements are conducted in a frequency domain to find the relationship between the power-

ground impedance and noises. 

The soft failures of the SAFF due to system-level ESD were investigated under the ESD injection 

level of 3, 5, and 8 kV. ESD test case without and with VDD-GND decoupling capacitors (de-caps) 

were investigated. The measurements were conducted 50 times with each test case above. The noise 

voltages and the soft failure ratio of the SAFF were obtained. SPICE simulation was conducted to 

validate the results by using measured noise voltages and root causes of the soft failures. 
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I. Introduction 
 

1.1 Introduction to ESD-induced soft failures  
Mobile electronic devices such as cell phone and a laptop PC are popularly used. As usage of the 

devices increases, electrostatic discharge (ESD) due to human touch gets more serious. The ESD 

noise in a system can distort important data, which could make soft failures at system-level such as 

malfunction and kernel panic. Our laptop is easily exposed to ESD events, since input and output (I/O) 

ports are placed at the side of the laptop. The I/O ports are frequently touched by their hands. The 

situation is described in Fig. 1. The currents and charges excited by ESD event could make noise 

voltage on a signal, as described in Fig. 1, and significant data would be distorted. Investigation of 

proper solutions to reduce the ESD noises and malfunction of IC, soft failure, is needed. Decoupling 

capacitors (de-caps) are usually utilized between power and ground plane of a printed circuit board 

(PCB) to decrease impedance of VDD-GND and ESD-induced noises [1].  

 

 

Fig. 1. Scenario of system-level ESD-induced soft failure due to a human touch 

 

ESD is injected by an ESD generator which resembles the situation that a human handling a metal 

such as USB injects ESD through the metal. Manufactured ESD generators should comply an 

international standard called IEC 61000-4-2 [2].  

Depending on discharge methods, ESD event is divided into air discharge and contact discharge. 

Air discharge represents discharge phenomena without contact with its victim. The ESD current flows 
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to the system through the air. On the other hand, contact discharge has contact area on its victim and 

ESD current flows into the system directly. It is difficult to repeat the experiment maintaining the 

same conditions of ESD event with air discharge because the air discharge is very sensitive to the 

speed and angle of approach to the victim [3]. However, the experiment can be reproduced in almost 

the same conditions by using contact mode discharge [4]. In this thesis, system-level ESD would be 

injected over hundreds of times, so the contact discharge was selected as an ESD injection method 

using EM test DITO [5] in Fig. 2.  

 

Fig. 2. ESD generator, EM test DITO 

1.2 Previous researches 
Many studies on ESD-induced soft failures have been conducted, as follows. The transient 

performance of power-rail ESD clamp circuits were investigated during power-off and power-on [6]. 

Soft failures of local interconnect network (LIN) communications were characterized [7]. On-chip 

ESD detectors observing power, ground, and data signal with different threshold voltages were 

developed [8]. Methods to detect secondary ESD events were proposed [9]. A structure to increase 

immunity of a mobile product against system-level ESD by controlling a secondary ESD path was 

proposed [10]. An efficient way to check the ESD susceptibility of ICs was proposed [11]. Soft 

failures due to ESD events on a USB connector under different cable and metallic enclosure 

conditions were studied [12]. System-level ESD noises and failures of wearable devices were 

modeled and investigated [13]-[14]. The effects of system-level ESD on a wireless router were also 

investigated [15].  

The operation of a complete system is so complicated that identifying the exact root causes of a 

system soft failure, such as a kernel-panic, the so-called blue screen, is quite difficult. The root causes 

of ESD-induced soft failures in a tablet were investigated with measurements and full wave 

simulations in [16]. Soft failures of mobile electronic devices and the improvement solutions have 

been investigated in [17]. In FPGA, microcontrollers, and microprocessors, soft failures such as 

program resets and data corruption have been investigated in [18]. ESD soft failures of a CPU with 

different CPU loadings, clock frequencies, and power distribution network (PDN) impedances were 

also investigated [19]. Soft failures of a complex system, which consists of many subsystems such as 
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a variety of sensors in a robot, were investigated [20]. Soft failure of a system on a chip with USB 

interface was investigated [21]. It was found that ESD-induced noise on input, output, and power pads 

can cause soft failures [22].  

There were previous researches about soft failure of ICs in DRAMs as shown in table 1. In 2011, 

new designs of flip-flops were proposed to improve immunity of flip-flops against ESD [23]. In 2015, 

modeling methodology was proposed to predict ESD immunity of D flip-flop [24]. In 2019, statistical 

operation errors of specific circuit blocks due to a system-level ESD were accurately modeled and 

reproduced in SPICE transistor-level simulations [25]-[26]. In [25], An IC with simple circuit blocks, 

like D-flip flop, was fabricated and mounted in a simplified memory module and motherboard 

structures, which mimic real dynamic random-access memory (DRAM) in a dual inline memory 

module (DIMM) in Fig. 3 (a). In Fig. 3 (b), measured noise voltages with output logic error. Because 

all voltages and currents at every circuit node inside the IC can be observed in SPICE simulations, it 

can be used to identify how ESD-induced noises can result in a functional logic error.  

 

                    (a)                                      (b) 

Fig. 3. (a) Setup for measuring ESD-induced noise (b) measured voltage and output error [25] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

4 
 

Table 1. Previous Researches 

Title 

Novel Soft Error 

Robust Flip-

Flops in 65nm 

CMOS 

ESD Immunity 

Prediction of D 

Flip-Flop in the 

ISO 10605 

Standard Using a 

Behavioral 

Modeling 

Methodology 

Measurement 

and Analysis of 

Statistical IC 

Operation Errors 

in a Memory 

Module Due to 

System-Level 

ESD Noise 

This work 

Authors David J. Rennie Guangyao Shen 
Myeongjoon 

Park 
Myeongjo Jeong 

Publish 

(year) 

IEEE 

Transactions on 

Nuclear Science 

(2011) 

IEEE 

Transactions on 

Electromagnetic 

Compatibility 

(2015) 

IEEE 

Transactions on 

Electromagnetic 

Compatibility 

(2019) 

A master’s thesis  

(2019) 

Main  

Contribution 

Soft-error robust 

flip-flops have 

been introduced 

Proposal of a 

model to predict 

ESD immunity 

Analysis of 

statistical logic 

error of D flip-

flop due to 

system-level 

ESD 

Analysis of 

system-level 

ESD-induced 

jitter and soft 

failure in ICs 
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1.3 Objectives of this thesis  
In this thesis, a DLL and sense amplifier flip flop are investigated to find root causes of whole 

system level soft failure. In a DRAM, the DLL is used to compensate unwanted delay in data 

communications and the SAFF is used as command and address receiver. For investigation, they were 

fabricated with a 180-nm CMOS process and placed on each designed DIMM by COB. Motherboards 

of a laptop PC were designed in simple form for them. The DIMM and motherboard are similar to 

[25].  

In section II, system-level ESD-induced jitter in the DLL was measured and analyzed under 3, 5, 

and 8 kV ESD events. Peak-to-peak jitter and jitter duration of the DLL output clock were obtained 

and averaged with 40 times measurements per each ESD level. To find out the effect of stability of 

VDD and bias voltages, decoupling capacitors were utilized. To analyze the results in detail and find 

root causes of the jitter, SPICE simulation was conducted with the measured voltages. Using vector 

network analyzer, power-ground impedance of the device on the test (DUT) was obtained in 

frequency domain to find relationship between the impedance and ESD-induced noises. 

In section III, soft failures of a SAFF due to system-level ESD were investigated under 3, 5, and 8 

kV ESD events. To find out the effect of stability of VDD, two test conditions were organized. One is 

a case without VDD de-cap and the other is a case with VDD de-caps. In experiments, 50 times ESD 

events were injected per each ESD level and test condition. Input and output voltages and ratio of the 

SAFF's soft failure were measured. To analyze and find root causes of soft failure, SPICE simulation 

was conducted with the measured voltages. 
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II. System-level ESD-induced Jitter in a Delay-locked Loop (DLL) 
 

2.1 Introduction to a DLL 
Delay-locked loops (DLL) have been widely used since 2000 to satisfy high operating speed 

requirements in DRAMs [27]. DLLs consist of a variable delay line, a phase detector, a delay 

controller, and a replica circuit. Most of the double data rate (DDR) DRAMs use DLL clocks in 

output latches to output the data (DQ) and data strobe (DQS). As shown in Fig. 4 (a), the role of the 

DLL is to compensate for the internal delay in order to align the data output time with the rising edge 

of the external CLK. The DQS’s rising edge output access time from the rising edge of CK, tDQSCK, 

is an important speed performance parameter of a DRAM. The supply or signal voltage fluctuation 

induced by an ESD event can cause a serious jitter at the DLL clock and thus a skew at tDQSCK, as 

depicted in Fig. 4 (a), which heavily impacts the system performance. The peak-to-peak jitter of the 

DLL clock can be obtained from the peak-to-peak time interval error (TIE) value between the ideal 

clock and the real clock, as shown in Fig. 4 (b) [28]. In addition to the peak-to-peak jitter, the jitter 

duration time would be also important. If the DLL jitter lasts long or the DLL falls into an unlocked 

status due to ESD noises, then a lot of the DQ data can be lost during the communication with the 

DRAM controller. Therefore, we can reasonably suspect that the DLL jitter caused by system-level 

ESD noises might be one of the culprits of the DRAM soft failures.  

 

(a) 
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(b) 

Fig. 4.  Diagram of (a) a DRAM at input terminal, DQ and DQS (b) time interval error, peak-to-peak 

jitter, and jitter duration time 

2.2 Design and experiments for system-level ESD tests of DLL 

2.2.1 Designed DLL IC 
DLLs are largely divided into three types: analog, digital, and mixed [27]. Analog types with 

current mode logic (CML) delay lines have a good power supply rejection ratio (PSRR) with jitter, 

but they have slower wake-up time and higher power consumption compared with digital controlled 

DLLs. In this thesis, the effect of system-level ESD noises on an analog type DLL is investigated. 

Detailed circuits of the designed analog DLL are based on [29] and [30]. In [30], the analog DLL was 

utilized as a core DLL in a semi-digital dual DLL to provide multiphase clocks with an unlimited 

phase range. 

The designed DLL comprises a voltage-controlled delay line (VCDL), phase detector (PD), charge 

pump (CP), and self-bias circuit, as shown in Fig. 5. The circuit schematics of a delay cell, PD, and 

CP are also shown in Figs. 6(a), (b), and (c), respectively. The delay of a delay cell is controlled by 

adjusting the resistance of PMOS loads through ‘Vbp’ and ‘Vbn’ bias signals [30] and [31]. The PD 

generates ‘up’ and ‘dn’ signals to control the CP by detecting the phase difference between the input 

and output clocks (ref and slave) of the VCDL [32]. As shown in Fig. 6(c), the charge pump receives 

the ‘up’-‘dn’ signals from the PD and generates the ‘CPOUT’ signal, which is then converted to ‘Vbp’ 

and ‘Vbn’ bias voltages through the self-bias circuit for control of the VCDL delay. The analog bias 

voltage, Vbias, is utilized in the analog unity gain buffer for CPOUT and differential clock buffers. 

The DLL generates two output signals, DLL_CLK and CPOUT,BUF, the latter of which is a buffered 

output of CPOUT though the unity gain buffer. In the initial DLL locking state, the VCDL is reset to 

have the shortest delay with the lowest level of ‘CPOUT’. During the locking procedure, the VCDL 

delay keeps increasing until the ‘ref’ and ‘slave’ phases are aligned as 0° and 360°, because no replica 

circuit is included in the feedback path. After the DLL is locked, equally phase-shifted clocks per 

every 25.7° (=360°/14) become available from the internal nodes of VCDL.  
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Fig. 5. Overall block diagram of the designed analog DLL 

 

                (a)       (b) 

 

(c) 

Fig. 6. Circuit schematics of (a) a delay cell in the VCDL [29] (b) phase detector [32] (c) charge pump 
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2.2.2 Measurement setup and normal operation of the DLL IC 
The designed analog DLL IC was fabricated in a 180-nm CMOS process and assembled in 

simplified motherboard and DIMM structures mimicking a real laptop personal computer (PC) 

structure, as shown in Fig. 7. The overall structures are basically the same as those in [25] and [26]. 

As shown in Fig. 7(a), a 3.3V regulator supplies the power for an oscillator that generates 200 MHz 

differential clocks (CLK, CLKb) for the DLL IC. The other regulator supplies 1.8-V power (VDD) to 

the IC. Several DC control signals, such as DLL Reset and the dc bias voltage (Vbias), were also 

supplied from the motherboard to the IC. The signal generating parts of the motherboard were 

shielded with copper tape to avoid malfunctions during ESD tests.  

For impedance matching, CLK and CLKb were terminated to the GND through 50-Ω resistors at 

the DIMM, and DLL_CLK was terminated to VDD and GND through two 100-Ω resistors. The 

motherboard and DIMM were connected by a small-outline DIMM socket. The cross-section view of 

the structures and signal connections are shown in Fig. 7(b). 

The DLL IC was mounted on the DIMM by chip-on-board (COB) assembly, and also was shielded 

with copper tape to avoid direct ESD-field coupling to wire-bonds and IC. The six important inputs 

and outputs (CLK, CLKb, Vbias, VDD, CPOUT,BUF and DLL_CLK) were simultaneously measured on 

the DIMM using two synchronized oscilloscopes. As shown in Fig. 7(c), the five signals, except for 

CPOUT,BUF, were measured using semi-rigid coaxial cables, where a 470-Ω resistor was added in series 

to realize a 520 Ω high impedance probe [33]. The soldering points were shielded with copper tape, 

and lots of ferrite beads were installed on the rigid cables to prevent common-mode current flow 

during ESD tests. On the other hand, because the output impedance of the internal analog buffer 

generating the CPOUT,BUF is comparable to 520 Ω, the CPOUT,BUF waveform was measured using 

another high-impedance probe with a much larger input impedance of 2.2 MΩ. 
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(a) 

 

(b) 

 

(c) 

Fig. 7. (a) Overall test structure (b) a cross-section view of the signal connection between 

motherboard and DIMM (c) DLL IC and measurement cables on the simplified DIMM 

 



 

11 
 

Six cases of DIMM structures were tested depending on the decoupling capacitors on the DIMM. 

From Case 1 to Case 3, different numbers of VDD-GND de-caps with 10 uF each were employed. 

From Case 4 to Case 6, a 10 uF Vbias-GND de-cap was additionally employed to investigate the 

importance of stabilization of the bias voltage for internal analog buffers. The test conditions are 

summarized in Table 2. The position of the VDD-GND and Vbias-GND de-caps are marked in Fig. 

7(c). 

Table 2. Test Conditions 

 Case1 Case2 Case3 Case4 Case5 Case6 

VDD-GND DIMM 

de-cap (10uF) 
- 4 ea 16 ea - 4 ea 16 ea 

Vbias-GND DIMM 

de-cap (10uF) 
- - - 1 ea 1 ea 1 ea 

 

Prior to the measurements taken under the ESD event, the normal operation of the DLL IC without 

any ESD event was measured in Case 1. The DLL locking process can be observed from the outputs 

of CPOUT,BUF and DLL_CLK. As shown in Fig. 8(a), the measured voltage of CPOUT,BUF starts with the 

lowest level after the DLL is reset. When the locking is in progress, from about 1us to 5.5us, the 

CPOUT,BUF keeps increasing to increase the VCDL delay. The DLL_CLK eye diagram can be also 

obtained by accumulating the measured waveform per each half period. The eye diagram during the 

locking process from 1us to 5.5us is plotted in Fig. 8(b), which shows that the phase of the DLL_CLK 

changes continuously because of the increased delay of VCDL. After the DLL is locked, however, a 

much longer waveform for 20 us shows quite a clean eye diagram, as shown in Fig. 8(c).  
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     (a) 

 

                       (b)                                     (c) 

Fig. 8. Measured voltage waveforms in Case 1 without ESD (a) CPOUT,BUF after the DLL is reset  (b) 

eye diagram of DLL_CLK during the locking process (c) eye diagram of DLL_CLK for 20 us after 

the DLL is locked 

 

2.2.3 Measurement of DLL operation under ESD events 
Next, the effects of the system-level ESD event on the DLL operation were investigated using 

measurements. For the measurements with good repeatability, ESD events were injected as contact 

discharge into the GND pad at one corner of the motherboard, as shown in Fig. 7(a). The GND straps 

of the motherboard and ESD gun were connected to a ground reference plane (GRP) on the floor. As 

explained earlier, the five signals (VDD, Vbias, CLK, CLKb, and DLL_CLK) were measured through 

semi-rigid cables using two synchronized oscilloscopes, but the CPOUT,BUF could not be correctly 

measured under ESD tests because the direct coupling of ESD fields to the 2.2 MΩ high-impedance 

probe structure was too strong.  
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The 3-, 5-, and 8-kV ESD levels were tested for every case. As examples, the measured voltage 

waveforms under 8-kV ESD events in Case 1 and Case 5 were plotted in Figs. 9(a) and (b), 

respectively. CLK, CLKb, and DLL_CLK deviated from their ideal shapes. In Case 1, VDD and 

Vbias had huge fluctuating noises, whereas the VDD and Vbias noises were effectively reduced by 

four VDD-GND de-caps and a Vbias-GND de-cap in Case 5. 

 

(a) 

 

(b) 

Fig. 9. Measured voltage waveforms under 8-kV ESD (a) case 1 (b) case 5 

To compare the results regarding the existence of VDD-GND de-caps clearly, the measured VDD 

noises and TIEs of the DLL_CLK for Cases 1, 2, and 3 were plotted in Figs. 10 (a) and (b), 

respectively. As the number of VDD de-caps increases, the huge ringing noises are greatly suppressed. 

Also, the peak-to-peak jitter and jitter duration time of DLL_CLK clearly decreases. In Case 1, 

without any VDD-GND de-caps on the DIMM, the peak-to-peak jitter is about 1039 ps and the TIE 

remains larger than 100 ps for about 80 ns. For convenience, from now on, the jitter duration time is 

defined as the time period where TIE is larger than 100 ps. For example, if the jitter tolerance 

allowing for a correct data sampling is 100 ps, then data communication would be impossible for the 

time duration of 80 ns (16 cycles of 200-MHz clock) due to the system-level ESD noise. It can cause 

lots of data loss and eventually a soft failure of the whole system. The TIE of Case 2 with four VDD-
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GND de-caps became stable within 5 ns and the peak-to-peak jitter was 408 ps. In Case 3, with 

sixteen VDD-GND de-caps, TIE became stable by 5 ns and the peak-to-peak jitter is 253 ps. The eye 

diagrams of DLL_CLK in the three cases were also plotted in Fig. 10(c). The EYE diagrams were 

obtained from the measured waveforms from 100 ns before- to 20 us after- the ESD injection (about 

4000 periods of 200-MHz clock). As the number of VDD de-caps increases, the eye diagram gets 

clearer and approaches the clean eye of Fig. 8(c). 

 

(a) 

 

(b) 
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(c) 

Fig. 10. Measurement results of Case 1, 2, and 3 under 8-kV ESD (a) VDD noises (b) TIE of 

DLL_CLK (c) eye diagram of DLL_CLK 

 

For the simple flip-flop circuits in [25] and [26], the ESD-induced disturbance sometimes resulted 

in a soft failure but sometimes did not, depending on the disturbance timing. Similarly, the values of 

VDD noise, peak-to-peak jitter, and jitter duration time of the DLL are not exactly the same among 

the repeated tests because of the different ESD event timing regarding the clock phase. If the number 

of repeated tests is sufficient, however, their average values would statistically converge. In Figs. 11(a) 

and (b), the average values of peak-to-peak jitter and jitter duration time of three cases under 8 kV 

ESD were plotted according to the number of repeated tests. As the number of tests increases, the 

average values were converging and 40 times repeated measurements seem to allow for a sufficient 

convergence in any case. The averages of VDD noise, peak-to-peak jitter, and jitter duration time 

from 40 repeated tests per each case are summarized in Figs. 12 (a), (b), and (c). Comparing Case 1, 2, 

and 3 in Figs. 12 (b) and (c), the VDD-GND de-caps are very effective in reducing the peak-to-peak 

jitter and jitter duration time induced by ESD. The VDD-GND de-caps also reduce the VDD noises, 
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as shown in Fig. 12(a), but have even more effects on the jitter reduction.  

On the other hand, as shown in Fig. 12(d), the Vbias-GND de-cap greatly reduces the noise 

fluctuation in Vbias voltage, but has no clear effects on the reduction of jitter. If comparing Case 1 

with Case 4 in Fig. 12(b), the Vbias-GND de-cap is a bit effective for reducing peak-to-peak jitter, but 

that is always not the case. The jitter duration time is rarely affected by the Vbias-GND de-cap, as 

shown in Fig. 12(c). In summary, stabilizing the VDD voltage is crucial to improving the immunity of 

DLL against system-level ESD; however, stabilizing the bias voltage for analog buffers inside DLL 

has little effect.  

 

                       (a)                                     (b) 

Fig. 11. Average values from repeated measurements under 8 kV ESD (a) peak-to-peak jitter (b) jitter 

duration time 
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(a) 

  

(b) 

 

(c) 

 

(d) 

Fig. 12. Average values from 40 repeated measurements per each case (a) VDD fluctuation (b) peak-

to-peak jitter (c) jitter duration time (d) Vbias fluctuation 
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2.3 Validation and analysis by SPICE simulation 

2.3.1 Validation by SPICE simulations 
The measured results can be validated and analyzed using SPICE simulations of the DLL IC by 

applying the measured input voltages. First, the simulated outputs of the DLL during normal locking 

procedure were plotted in Fig. 13. Similarly to Fig. 8, the CPOUT,BUF and eye diagrams of DLL_CLK 

during and after the locking process were plotted. The simulated DLL locking time was quite shorter 

than the measured one, because on-chip parasitic resistance and capacitance were not included in the 

simulation, and the CP can draw a larger current per cycle. The simulated voltage level of CPOUT,BUF 

after the DLL locked was also a bit higher than the measured one, because the delay due to the 

parasitic R-C in real measurements should be compensated for by a higher CPOUT level in simulations. 

As shown in the eye diagrams of Figs. 13 (b) and (c), the DLL_CLK phases gradually change during 

the locking process, but remain constant after being locked.  

 

     (a) 

 

                         (b)                                  (c) 

Fig. 13. Simulated voltage waveforms in Case 1 without ESD (a) CPOUT,BUF after the DLL is reset (b) 

eye diagram of DLL_CLK during the locking process (c) eye diagram of DLL_CLK for 20 us after 

the DLL is locked 
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Next, simulations under ESD events were also conducted by applying the measured CLK, CLKb, 

Vbias, and VDD voltages under ESD events as simulation inputs. The input voltages obtained from 

40 repeated measurements were utilized for 40 simulations, respectively. The 40 DLL_CLK 

simulation outputs were obtained. As shown in Fig. 14, the average peak-to-peak jitter and jitter 

duration time of the simulated DLL_CLK converged as the number of repeated simulations increased. 

The average values obtained from the 40 simulations per each case are summarized in Fig. 15. The 

simulated jitters show quite similar trends to the measured jitters of Fig. 12. The VDD-GND de-caps 

are very effective in reducing the peak-to-peak jitter and jitter duration time induced by ESD events, 

but the Vbias-GND de-cap shows no clear effects also in the simulation. As a result, the measurement 

setup and results were well validated by the SPICE simulations.  

 

                           (a)                             (b) 

Fig. 14. Average values from repeated simulations under 8kV ESD (a) peak-to-peak jitter (b) jitter 

duration time 

 

(a) 

 

(b) 
Fig. 15. Average values from 40 repeated simulations per each case (a) peak-to-peak jitter (b) jitter 

duration time 
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2.3.2 Analysis of DLL jitter by simulations 
The root causes of the huge jitter on the DLL clocks due to system-level ESD can be analyzed in 

the SPICE simulations by observing how the signals inside the IC were distorted. The measured 

voltage noises were applied as four inputs (VDD, Vbias, CLK, CLKb) for the simulation, and the 

simulated voltages at internal nodes of the DLL IC were plotted in Fig. 16. Fig. 16 (a) shows the 

normal operation without any ESD events when the DLL is locked. The ‘ref’ and ‘slave’ clocks have 

the same phases, and the ‘up’ and ‘dn’ signals have short pulses with the same duration. The delay1 to 

delay8 represent the equally phase-shifted internal clocks in the VCDL. Fig. 16 (b) shows Case 1 

under an 8kV ESD. Despite the large noises at CLK and CLKb, the differential clocks were well 

transmitted to the internal nodes (CK, CKb) through the input differential clock buffer. However, the 

phase spacing between the internal clocks inside the VCDL (delay1~8) were greatly distorted by the 

VDD fluctuation. During the time when a large VDD noise exists, the DLL lost the locked condition, 

and the VCDL output contains huge jitter. In Fig. 16, the DLL_CLK waveforms obtained from the 

SPICE simulations were overlaid with the measured ones in a blue color, which shows quite a good 

agreement. The shape and trend of the distortion of the DLL clock due to the ESD event were 

reproduced well in the SPICE simulations. 

In [26], the robustness of the sense-amplifier flip-flop against VDD noises was much better than 

that of the static D flip-flop because of its differential operating nature. The logic operation of 

differential amplifiers is known to be robust against VDD noises. In the DLL, the jitter is the main 

interest because the role of a DLL is to align the clock edges at the correct timing for accurate data 

sampling. Although the analog DLL in this thesis has a relatively good PSRR with jitter by using 

differential CML delay lines as compared with digital DLLs, considerable jitters were still generated 

at the output clocks of VCDL due to the VDD noises. The fluctuation of VDD due to ESD directly 

decreases the voltage headroom for the outputs of delay cells. Furthermore, because the outputs of a 

delay cell are the inputs for the next delay cell, the effects of the distorted outputs keep spreading 

between delay cells. 
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(a) 
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(b) 

Fig. 16. Voltages at internal nodes of DLL under the locked condition (a) without ESD (b) with an 8-

kV ESD in Case 1 

 

Even though the differential VCDLs were greatly affected by the ESD-induced VDD noise, the 

DLL did not lose the locked condition forever but recovered quickly as the VDD noise decreased. 

This can be explained as follows. As shown in Fig. 16(b), the Vbp and CPOUT have the same noises as 

the VDD because of their on-chip MOSFET capacitors connected to VDD. The voltage difference 

between VDD and Vbp, which is the most important delay-control parameter in the delay cell of Fig. 

6 (a), is rarely affected by the ESD events. Although the contaminated ‘ref’ and ‘slave’ clocks distort 

the ‘up’ and ‘dn’ signals for the charge pump, the distortions of ‘up’ and ‘dn’ do not last long enough 

to sufficiently change the clock phases. Thus, as the VDD voltage becomes stable, the DLL can return 

to the locked condition with the maintained amount of (VDD – Vbp). Therefore, reducing the time 



 

23 
 

duration and magnitude of the VDD fluctuation is the most effective solution allowing for the DLL 

clocks to have small jitter and recover quickly. 

2.3.3 Investigation of DLL jitter by SPICE simulation 
To validate the importance of VDD noise, the VDD voltage was forced to be constant in the SPICE 

simulation, while other measured input voltages (Vbias, CLK, CLKb) under the ESD were kept 

utilized. After the VDD was fixed at 1.8V, as shown in Fig. 17, the internal clocks in the VCDL 

became very stable all the time even with the noises at other input voltages (CLK, CLKb, and Vbias). 

As a result, it turned out the main root cause of the unequally phase-shifted clocks was the reduction 

of voltage headroom in the VCDL delay cells due to the ESD-induced VDD drop. Also, the difference 

between VDD and Vbp was stable and the locked condition was well maintained.  

 

 

Fig. 17. Voltages at the DLL when only VDD was fixed to a constant voltage 
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In addition, another SPICE simulation test was conducted to validate the importance of maintaining 

the amount of (VDD – Vbp). Previously, in Fig. 16 (b), the voltage difference between VDD and 

CPOUT was maintained by the PMOS capacitors connected to VDD. As shown in Fig. 18 (a), the 

PMOS capacitors at the CPOUT and Vbp nodes were replaced with NMOS capacitors connected to 

GND in the simulation test. By doing that, the CPOUT and Vbp voltages with regard to GND became 

stable during ESD event, as shown in Fig. 18 (b). However, the internal clocks in the VCDL (delay1 ~ 

delay8) became much more severely distorted than those in Fig. 16 (b). As a result, the DLL_CLK 

was also more distorted and its peak-to-peak jitter and jitter duration time were all increased. It is 

because the delay-control parameter, (VDD-Vbp), has the same huge variation as the VDD noise. The 

configuration of on-chip capacitors for the CP and delay cell’s bias circuit has critical effects on the 

immunity against the system-level ESD.  
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(a) 

 

(b) 

Fig. 18. (a) Replacement of PMOS cap with NMOS cap for the CP and delaycell’s bias circuit (b) 

Voltages at the DLL 
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2.4 Analysis of VDD-GND noise using measurement of impedance 

parameters and ESD current 
The VDD noise due to system-level ESD was significantly reduced by employing VDD-GND de-

caps, which results in the improved jitter characteristics of DLL_CLK. To understand the effects of 

the VDD de-caps in frequency domain, the Z-parameters were extracted from the measurements using 

a vector network analyzer (VNA). As shown in Fig. 19, the signal pin of the SMA connector at Port 1 

was soldered to the GND pad of the motherboard for ESD injection, and its ground was soldered to a 

ground strap and simplified ESD gun body. The ground strap was connected to the GRP. The body 

was made of a simple hollow aluminum cylinder. The signal pin and ground of the semi-rigid cable at 

the Port 2 were soldered to VDD and GND of the DIMM, respectively. The overall setup for the Z-

parameter measurements is basically the same as those in [25].  

The measured Z-parameters of Cases 1, 2, and 3 are plotted in Fig. 20. The Z21 parameter 

represents the VDD noise on the DIMM caused by the injected current at Port 1, while the Z22 

represents the input impedance at Port 2. The Z22 and Z21 parameters have peaks at the same 

frequencies, which is attributed to resonances. As already analyzed and modeled in [25], in Case 1, 

the first resonance peak at a lower frequency is caused by the IC's on-chip capacitance and the 

inductance of the current path along the DIMM socket and motherboard. The second resonance peak 

at a higher frequency is attributed to the VDD plane capacitance of DIMM and the inductance 

between the DIMM and DLL IC. In Cases 2 and 3, the first resonance peak moved to a higher 

frequency because the DIMM de-caps provided a lower inductance path, replacing the inductance 

path along the socket and motherboard. The second resonance peak also moved to a higher frequency 

as the inductance of the DIMM de-caps were added in parallel, resulting in a reduction of the 

inductance that resonates with the plane capacitance of DIMM.  

 

Fig. 19. Setup and port conditions for the frequency-domain measurements using a VNA 
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                       (a)                                    (b) 

 

    (c) 

Fig. 20. Measured Z22 and Z21 parameters (a) Case 1 (b) Case 2 (c) Case 3 

The frequency spectra of the transient VDD noise due to ESD can be calculated by multiplication of 

the measured Z21 parameter and the frequency spectra of ESD injection current. The transient ESD 

injection current was separately measured using a current probe, and its spectra were obtained by fast-

Fourier-Transform (FFT). The time-domain VDD waveform is then obtained by inverse-FFT from the 

calculated frequency spectra of VDD noise. The procedure was also already demonstrated in [25]. In 

Fig. 21, the VDD waveforms reconstructed using Z21 parameters were compared with those directly 

measured using the oscilloscope, which shows reasonable agreements between each other. For easy 

comparison, a dc 1.8V was subtracted from the voltages measured using the oscilloscope.  

In Case 1, the critical ringing frequency at the time-domain VDD noises was about 200 ~ 300 MHz, 

which corresponds to the second resonance peak in Fig. 20 (a). In Case 2 or 3, the second resonance 

frequency moved to 420MHz or above, which resulted in a significant decrease in the VDD noise. If a 

resonance peak in Z-parameters moved to a higher frequency, the resultant VDD noise would 

decrease because low- frequency components are predominant in the ESD current. 



 

28 
 

 

                       (a)                                    (b) 

 

   (c) 

Fig. 21. Comparison between the VDD waveforms reconstructed using Z21 parameters and those 

directly measured using an oscilloscope (a) Case 1 (b) Case 2 (c) Case 3 
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2.5 Conclusion 
System reboots and freezing problems of end-user electronic devices such as laptop PCs and mobile 

phones due to system-level ESD are great threats to system stability. Because a DLL plays an 

important role that compensates the data communication timing in DRAM, the ESD-induced DLL 

jitter might be one of the culprits of system-level ESD-induced soft failures. In this thesis, a typical 

analog DLL was tested under 3-, 5-, and 8-kV ESD events with a simplified laptop motherboard and 

DIMM structures. The DLL IC was fabricated in a 180-nm CMOS process and mounted on the 

DIMM. The input and output voltages with ESD-induced noises were measured using two 

synchronized oscilloscopes. The average values of peak-to-peak jitter and jitter duration time of the 

DLL clock induced by ESD events were obtained from repeated measurements and compared with 

simulated ones, which were obtained by applying the measured input voltages as SPICE simulation 

inputs. The correlation between the VDD noise and the jitter of DLL clock were investigated. The 

stabilization of the VDD voltage by employing VDD de-caps was very effective in reducing the ESD-

induced jitter of the DLL clock, while employing a bias de-cap was not important. To discover and 

validate the root causes of the DLL clock jitter, SPICE simulations were conducted with various 

conditions. The huge jitter was attributed to the reduced voltage headroom in the delay cells of VCDL 

due to ESD-induced VDD drop. Also, maintaining the amount of delay control parameter, (VDD-

Vbp), was crucial for stable operation of the DLL under ESD events. To analyze the effects of VDD 

de-caps on the ESD-induced VDD noise, which is critical to jitter, the impedance parameters were 

extracted from the measurements using a VNA in the frequency domain. The time-domain VDD noise 

was also successfully reconstructed from the measured Z21 parameter and ESD injection current, 

which validates the measurements and analysis. In summary, it was found that lots of data losses or 

soft failures can occur due to the DLL jitter induced by system-level ESD even though the DLL does 

not lose the locked condition. 
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III. System-level ESD-induced Soft Failure of a Sense Amplifier 
 

3.1 Operation of a sense amplifier flip-flop 
In Fig. 22, designed SAFF's schematic is depicted. The rectangles express the pads on the SAFF IC 

and PCB, respectively. The pads are connected through wire-bonds. Each wire-bond is dominantly 

considered as its inductance. For on-chip ESD protection, diode-connected MOSFETs are utilized at 

signal pads. The full-swing CLK is utilized by buffering external small-swing CLK with the inverter 

buffers, whereas the small-swing IN, input signal, is directly applied to the gate of the MOSFET. The 

operation of the SAFF are described as follows [34]. When the CLK is low, the n4 (S) node and n5 (R) 

node are pre-charged to the VDD level, and the output level of the latch is maintained according to the 

Table 3. At the rising edge of the internal CLK, if the IN is higher than the Vref voltage, current is 

conducted dominantly through a path that is formed from n4, n2, and n1 to the ground. The n4 node 

would be discharged to ground, n5 node voltage is remained. Therefore, the latch would produce low 

Q (OUT). If the IN voltage is lower than the Vref voltage at the rising edge of the CLK, the latch 

would output high Q (OUT), oppositely. 

 

Fig. 22. Circuit schematic of a SAFF 
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Table 3. Truth Table of the SR Latch 

S R Q Q/ 

0 0 1 1 

0 1 0 1 

1 0 1 0 

1 1 HOLD 

 

3.2 Design and experiments for system-level ESD tests of a SAFF 

3.2.1 Designed motherboard and DIMM 
A laptop PC’s motherboard and DIMM were designed in simpler form as shown in Fig. 23 (a) and 

(b). An dc supply applies 6V dc power to regulators on the board. One regulator applies 3.3V to the 

motherboard's generator and the other supplies 1.8V to the IC on the designed DIMM. The generator 

produces input signals for the IC such as CLK, IN, and Vref. The CLK is a 200-MHz clock signal, IN 

is a 100-MHz rectangular and periodic signal, and Vref is a dc bias voltage for input reference. The 

pseudo differential inputs consist of the IN and Vref for the SAFF. The VDD is the 1.8V power and 

OUT and OUT/ are the differential outputs of the circuit. 

VDD, CLK, IN, Vref, and OUT are measured at the measurement points on the DIMM as shown in 

Fig. 23 (b). The designed SAFF is fabricated in a 180-nm CMOS process. By the COB assembly, the 

IC is mounted on the designed DIMM. As shown in Fig. 23 (c), signal trace layout of the DIMM and 

motherboard is described with 4-layer PCB with FR-4. In Fig. 23 (d), the detail of circuit structure 

and connection is described. All signal traces are fabricated to be 50 Ω characteristic impedance. For 

impedance matching, the CLK and IN are connected to GND with 50 Ω resistors on the DIMM, and 

the OUT and OUT/ are connected to power and ground by using 100 Ω resistors and swing at a half of 

1.8 V.   

 

(a) 
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(b) 

 

(c) 

 

(d) 

Fig. 23. (a) Motherboard (b) IC and DIMM (c) signal trace layout (d) diagram of the circuits 
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3.2.2 Measurement setup 
In Fig. 24, test setup for ESD event is provided. By using two synchronized oscilloscopes, IN, Vref, 

OUT, CLK, and VDD voltage were simultaneously measured. At the corner of the ground plane of the 

motherboard, ESD injection point is placed. Coaxial rigid cables with ferrite cores that decrease 

common mode noise due to ESD is utilized at the measurement points, as shown in Fig. 24 (b). 

Copper tape is used to shield the measurement points. To construct high impedance probe, each signal 

pin of the rigid cable is soldered with 470Ω resistor in series so it is a 10:1 probe [33]. Power and 

ground on the DIMM have four pad positions to utilize four 10-uF de-caps between them. 

 

 

(a) 

 

(b) 

Fig. 24. (a) Test setup for ESD events (b) measurement points and de-cap positions on the DIMM 
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3.3 Measurement results  
According to presence of the four 10-uF SMD de-caps on the DIMM, two experiment cases were 

designed and compared. For the two cases, ESD was excited 50 times with ESD voltage level, 3, 5, 

and 8 kV, respectively, and all noise voltages were obtained simultaneously. As examples, in Fig. 25 

(a) and (b), two cases without any decoupling capacitors and with four decoupling capacitors, 

respectively, were compared with the measured noise voltages including soft failure due to a 5-kV 

ESD. The lost proper state of OUT is clearly observed in Fig. 25 (a). The OUT should be low around 

55ns because the OUT is periodic. And its duration also is somewhat distorted due to the injection of 

ESD. The case with distorted OUT duration only was not considered as a soft failure since the 

duration distorts ambiguously and widely. Therefore, only reversed logic state of OUT was considered 

as soft failures. The decoupling capacitors on the DIMM hugely reduce the noise on VDD but do not 

remove OUT logic error as shown in Fig. 25 (a) and (b). 

During the repeated 50 times ESD tests for each case, the soft failures' occurrence ratio is 

summarized in Fig. 26 (a). That of the static flip-flop IC was obtained previously with the similar test 

conditions in [25] and the results were brought in Fig. 26 (b) for comparison. Without any de-caps 

case, the SAFF has a much greater immunity against ESD than the static flip-flop IC. The 10uF de-

caps were very effective in decreasing soft failures of the static flip-flop, however; they are not 

effective for the SAFF. To find and analyze the reasons, SPICE simulations were utilized by using 

measured noise voltages. 

 

 

(a) 
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(b) 

Fig. 25. Measured noise voltages due to a 5-kV ESD for the two cases (a) without any power-ground 

decoupling capacitors (b) with four 10uF power-ground decoupling capacitors 

 

                       (a)                                    (b) 

Fig. 26. Experimental soft failure occurrence ratios of (a) a sense amplifier flip-flop case (b) a static 

flip-flop case [25] 

 

3.4 Validation and analysis by SPICE simulation 
With the SPICE device library, the post-layout SPICE simulations of the SAFF IC in Fig. 22 was 

conducted. The parasitic resistance and capacitance from the on-chip interconnecting metal lines were 

included in the simulations. Since inductance of the wire-bond at pads is dominant in the modeling the 

bonds characteristics, the bonds are modeled as inductors. From the geometry of the wire-bonds, the 
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inductances of them were calculated. The measurement points of noise voltages close to the SAFF IC, 

so the IN, Vref, CLK, and VDD were used as input voltages for the simulation. From the circuit 

simulation, the noise voltage at internal nodes of the SAFF could be obtained. As shown in Fig. 27, 

the measured OUT and simulated OUT have a good agreement. With the simulation, the measured 

soft failures can be validated and analyzed.  

 

 

(a) 
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(b) 

Fig. 27. SPICE simulation results that show soft failure mechanisms (a) without any VDD-GND 

decoupling capacitors (b) with four 10uF VDD-GND decoupling capacitors 

 

The measured and simulated node voltages under 8-kV ESD for the two cases without- and with- 

the decoupling capacitors are shown in Fig. 27 (a) and (b), respectively. The root causes of the soft 

failure can be analyzed with simulated node voltages of the SAFF IC. The relative voltage relation of 

the IN and Vref is flipped due to the 8-kV ESD event, and the CLK rising edges' timing is also 

distorted. As shown in Fig. 27 (a), one CLK is removed due to ESD noise, so node n4(S) and node 

n5(R) are not discharged. Therefore, the OUT is not refreshed. In Fig. 27 (b), the flipped relation of 
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the IN and Vref voltage due to ESD is captured by the rising edge of CLK. Therefore, a wrong node 

would be discharged among n4 (S) and n5 (R) through a wrong current path, which produce a soft 

failure. The CLK noise and the differential input noise voltage at IN and Vref node have dominant 

attribution of the system-level ESD-induced soft failures of the SAFF. On the other hand, the common 

mode noise at the IN and Vref voltage has little effects on the operation of the SAFF IC, as can be 

expected. Also, because the IN and Vref voltage signals do not pass any inverter buffers which are 

sensitive to VDD noise, the SAFF has a sufficiently high immunity against the VDD noise. Therefore, 

the reduction of the VDD noise voltage by utilizing the decoupling capacitors does not result in any 

further reduction of the SAFF soft failures, as can be seen at Fig. 26 (a). On the other hand, the static 

flip-flop has a single-ended input signal, which passes through input inverter buffers. The VDD noise 

voltage due to the ESD critically affects the operation of the input buffers, which produce a high soft 

failure occurrence ratio, as shown in Fig. 26 (b). After decreasing the VDD noise voltage by the 

decoupling capacitors, the soft failure ratio of the static flip-flop is drastically decreased. 

 

3.5 Conclusion 
The sense amplifier flip-flop, which is commonly used as a command and address receiver of 

DRAM, was designed in the simplified DIMM and motherboard structures of a laptop. The system-

level ESD-induced soft failures were measured under the ESD events of 3-, 5-, and 8-kV. The two test 

cases without- and with- the VDD-GND decoupling capacitors on the designed DIMM were 

compared. The experiments were conducted 50 times per each ESD test condition. The noise voltages 

and the soft failure occurrence ratio of the SAFF IC were measured. The mechanisms of the SAFF's 

soft failures were investigated by SPICE simulations by using the measured input noise voltages. The 

SAFF itself has already a high immunity against the common-mode noise of input voltages and VDD 

noise, compared to the static flip-flop. Therefore, the decoupling capacitors on the DIMM do not 

provide any further reduction of the SAFF's soft failures occurrence ratio. However, the VDD de-caps 

should be still necessary for other single-ended circuit blocks in a whole system. They are also needed 

to decrease the IC self-generated switching noise. 
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IV. Conclusion and Summary 
 

In this thesis, system-level ESD-induced soft failures of two specific circuits were investigated. One 

is the delay-locked loop that compensates communication mismatch in the DRAM, and the other is 

the sense amplifier flip-flop that is commonly used as an input receiver of DRAM. They were 

fabricated with 180-nm CMOS process and mounted on simplified DIMM by COB and each DIMM 

was placed on each designed motherboard of a laptop PC. The system-level ESD-induced soft failures 

were tested under the ESD events of 3, 5, and 8 kV.  

First, an analog DLL was tested under six test cases that consist of different number of VDD-GND 

and Vbias-GND de-caps. In each case, the DLL was tested 40 times to obtain statistical results. The 

average values of peak-to-peak jitter and jitter duration time of the DLL clock induced by ESD events 

were obtained from repeated measurements and compared with simulated ones, which were obtained 

by applying the measured input voltages as SPICE simulation inputs. The correlation between the 

VDD noise and the jitter of DLL clock were investigated. The stabilization of the VDD voltage by 

employing VDD de-caps were very effective in reducing the ESD-induced jitter of the DLL clock, 

while employing a bias de-cap was ambiguous. To discover and validate the root causes of the DLL 

clock jitter, SPICE simulations were conducted with various conditions. The huge jitter was attributed 

to the reduced voltage headroom in the delay cells of VCDL due to ESD-induced VDD drop. Also, 

maintaining the amount of delay control parameter, (VDD-Vbp), was crucial for stable operation of 

the DLL under ESD events. To analyze the effects of VDD de-caps on the ESD-induced VDD noise, 

which is critical to jitter, the impedance parameters were extracted from the measurements using a 

VNA in the frequency domain. The time-domain VDD noise was also reconstructed from the 

measured Z21 parameter and ESD injection current, which validates the measurements and analysis.  

Second, the SAFF was tested under two cases without- and with- the DIMM decoupling capacitors. 

The experiments were repeated 50 times per each test condition by using contact discharge while the 

voltages and the soft failure ratio of the SAFF were measured. The mechanism of the SAFF soft 

failure was investigated by SPICE simulations using the measured input voltages. The SAFF itself has 

already a high immunity to the common-mode noise of inputs and VDD noise. Thus, the de-caps on 

the DIMM do not provide a further reduction of the SAFF soft failures. However, the VDD de-caps 

should be still necessary for other single-ended circuits in the system to reduce IC switching noise.  

In summary, the simple circuit blocks such as D-flip-flop and sense amp have only a few temporal 

logic errors occurred due to the ESD noises. Since a real product IC usually uses error-correcting-

code (ECC) circuits, it is hard to believe that only a few data losses cause a fatal system freeze, fault, 

or reboot. A more long-lasting malfunction of a critical circuit block would cause the system failures. 

Lots of data losses or soft failures can occur due to the DLL jitter induced by system-level ESD even 

though the DLL does not lose the locked condition. 
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